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I. INTR011U CTION

This matter is before _the Board of Directozs ("Board") of the Federal Depaszt Insurance

Corporation ("FDIC") following t1~e issuance on September 8, 201 S, of a Recommended

Decision ("Recommendedbecision" or "R.D.") by Administrative Law Judge C~ Richard

1V~iserendino ("AL7"). The ALJ recommended that California Pacific Bank; San Francisco,

California (`Bank") be subject to an order to cease and desist and corrective action plan pursuant

to sections $(b) and 8(s} of the Federal Deposit Insurance Act ("FDI Act").1

The Board has reviewed the record, including the parties' pre- and post-hearing

submissions, the Recommended Decision, and the Bank's Exceptions to the Recommended

Decision (`Bank's Exceptions") along with its supporting brief. The Board agrees with the

ALJ's findings that the Bank violated 1:he Bank Secrecy Act ("BSA") and the FDIC's

implementing regulations by failing. to establish and maintain procedures reasonably deszgned to

assure and monitor compliance with BSA recordkeepin~ and reporting requirements.2

There are the Board adopts in full and affirms the Recommended Decision.

12U.S.C. § 1818(b)(1);12 U.S.C. § 1818{s).
Z See 31 U.S.C.§.5311 etseq. and 12 C.F.R. § 326.8(b).



II. STATEMENT OF THE CASE

The FDIC initiated this action on July 1$, 2013, when it issued a Notice of Charges and.

of Hearing {"Notice") alleging that the Bank, a federally insured State nonmember bank subject

to the FI)I Act3' and Part 353 of the FDIC Rules and Reg~alations4 {"FDIC Rules"), had violated

the BSA and its implementing regulations. T'he federal law now referred to as the.BSA was

enacted in 1970 as part of the Bank Records and Foreign Transaction Act..("BRFTA").5 As

explained in its declaration of ~urpose,6 the BRFTA was a response to riszng Congressional

concern over the use of foreign banks to ̀ launder' the proceeds of illegal activity and to evade

federal income ta~es.~ .The provisions of Title II of BRFTA now are. commonly referred to as the.

BSA. Consistent with its purpose, the BSA imposed recordkeep~ng requirements on financial

inst tu~ions.8 Among other tivngs, section 8(s) of the FDI Act obligates the FDIC to issue

regulations to banks requiring banks to maintain procedures to assure co~x~pliance wig BSA, and

further requires the FDIC to examine a bank's compliance with the BSA and describe any

problems with a bank's BSA compliance in a report of exami~ation,g The Notice was prompted

by infoirmation obtained during the FDIC's'2012 examination of the Bank's BSA compliance

program. ("2012 Examination").

The FDI Act and FDIC's Ris~C Management Manual of Examinatid~ Policies requires

FDIC to conduct an examination of the BSA compliance programs of financial institutions. To

3 12 U.S.C.. §§. 1811-46(a).
4 12 C.F.R. § .353.
5 Pub. L. No. 91-5U8, 84 Staff. 1114 (1970){codified as: amended in various seotions of 12 U.S.G,1S
U.Q.C., and 31 U.S.0 ),
s 3l u.s.c § s31~ {zoos>.
See H.R. REP. N(a. 975, 91st Cong., 2d Sess: '12-13, reprinted in 1970 U.S. Code CONE. & ADMIN.
NEWS 4394, 4397=98.
g 1'he Currency and Foreign Transactzans ReportrngAct (`BSA") 31 U..S.C. §5311 et seq., l~ U.SC.:§
1829(b), and 1951-1959:.
9 12 U.S.C. § 181$(s).



determine BSA compl at~ce FDIC examines what are commonly referred to as the "four pillars"

of a banl~'s BSA compliance program. Specifically, pursuant to FDIC Rule 326.8, the BSA

requixes that banks develop aid implement ̀aboard-approved BSA compliance program1°that, at

a minimum: ~) provides fox a system of internal controls to assure ongoing'complance; 2)

~rovi.des for i~deper~dent testing for compliance to be conducted by'bank personnel or bq an

outside party; 3) des gnate5 an individual ar individuals responsible for coordinating and

monitoring day~to-day ~omplia~nce ~d 4) provides training for appxapriate personneLll

In past, the Notice charged th~.t the Bank failed to provide for the continued

adtninistratian of a BSA compliance program that was reasonably designed to assure and

monitor compliance with recordkeeping and reporting requirements under the BSA.12 The

Notice also alleged that the Bank failed to ale a Suspicious Activity Report {"SAR") under

circumstances where it was required by the BSA.13 In the Notice, FDIC sought imposition of an

oxdex to cease and desist from violations of laws and/or regulations as pled in tk~e Notice and also

sought an order requiring the Bank to take affirmative action to correct the conditions zes~lting

from such violations.

The Bank filed its Answer to the Notice on August 12, 201 ~, In the months leading up to

the hearing, the parties engaged i~ discovery and filed a series of pre-heaxzng motions in liming:

The ALJ conducted a hearing on the merits iii. Sate Francisco from March l p through March 1'3

2014. At the hearing, the ALJ received sworn testimony from FDIC officials, each of whom was

accepted as an e~~ert without objection from the Bank, including FDIC Examiner-in-Chaxge

X012 C.~'.R § 326:8(t~).
li 12 C.~.R § 326.8(c)(1)-(4).
12 See 12 G.F.R. § 32G,8(b).
13 See 31 U.S.C. §.§ 5318(g)(2), 5321, aid 5322; 12 C.F.R: § 353.
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Heather Rawlins ("EIC Rawlins" ar the "EIC");1¢ The ALJ a1s~ heard from the Bank's at~ditox

and outside consultant, Joan Vivaldo ("V valdo"); and its BSA Officer Alan. Chi {"Chi"),:.who

also was the Bank's Senior Credit Officer, Internal Auditor, Cl iefFinancial Officer, Operations

Compliance Officer, and a laan committee member.

On September 8 2~ 15, the ALJ issued his Recommended Decision finding t11at the Bank

vifllated the BSA by failing to provide for the continued adminisfxation of a BSA compliance

program reasonably designed to assujre andmontor compliance wit~a.~DIC Rules and for failing

to file a SAR. as required by FDIC Rule 3.53.3(a}{4}(iii).1$ On October 29, 2015; the Bank filed.

written exceptions to the Recommended Deoision together with a supporting brief. On

November' 30, 2015, pursuanttc~ FDIC Rule 308.40(e)(2}, the:FFDIC Assistant Executive

~ecretacy'transmittedthe record in the case to the Board for final decisian.l6

14 "Rawlins joined the FDIC in 20 9 as a zn~ d-career exam n.ex. Between 2006-2009; she was employed
by the Florida Office of Financial Regltlation, where she conducted approximately l0 BSA exams. In
2009, she joined the FDIC az~d was designated a BSA subject matter expert. She became an FDIC-
Commissioned Examiner in December 2010 and was pxomoted to senior E~.miner in December 203:2.
At the time of tl~e hearing, Ra.~vlins had conducted approximately 38BSA exams. During tlae hearing,
and without objecrion or challenge by ... [Banik's] counsel, Rawlins was qualified as ani expert in FDIC
Bank examuaatians and, supervisiion, the Bank Secrecy Act, matters regarding suspicious activity
reporting; and in connection with FDIC corrective actions and recommendations for corrective actions."
(citations omitted) R.D. at 3, n. 2.
is Pursuantto federal law, SARs anci related information may not be disclosed. ,See 31 U.S.C. §§
53.18(g)(2) 5 19, 5321, and 5322 and 12 C,F.R. § 353.; see also Union Bank of Calzforn a, N.A. v. Super.
Ct., 29 Cal.'Rptr. 3d 894, .901-03 (Cal. Abp. let Dist. 2QU5)(citing with approval Cotton v. Private Bank
arad Trust Ca., X35 k`, Supp. 2d 809, 815 (N.D. Ill. 2002)) {internal deliberations and certain documents
prepared as part of invest gation,of whether to file SAR. privileged from disclosure under. BSA).
Accoxdingly, where appropriate, this Decision and Orcler refers to and adopts the factual and legal
analysis of the .A LJ's Recommended Decision regarding :such issues. The Board carefully considered all.
such mattexs in adopting_the Recommended Decision, but it will not here recite the facts and analysis
undertaken, in order that the Board's Decision not reveal information prohibited from disclosure by
federal law. The parties hereto have access to the entirety o:f the ALJ's Recommended Decision.
16 12 C.F.R § 308.40(c)(2).



III. FACTUAL'OVERVIEW

Because the ALJ~ provided a lengthy, detailed; and well'-reasoned opinion with extensive

citations to the record in: sutpport of his conclusions, the Board finds it unnecessary to reiterate in

full. the contents of the Recommended Decision. The discussion k~elow, however; provides a

brief overview of the inadequacy of the Bank's BSA complzanee program as alleged in the

Notice, coxxoborated by ~uppozCing testimonial and documentary evidence, and recounted in fhe

Recommended Decision, ~7

The Bank. is a conaxnunity bank with two offices —one in San Francisco California, the

other in Fremont, California —and in 2012 it had fewer than 15 employees: and appro~~m.ately

200 customers with approximately 5.00 active deposit accounts. R.D: at 3: The Bank's customer

base reflects a "high" BSA risk prof 1e..Id. Although the FDIC's 2010 Report of Exazxaxnation

("2010 ROE") fotuld the Banl~'s BSA complia~n'ce program generally acceptable, it did identify

several "must correct" items, including: training,. customer risk ratings, account monitoring, risl

assessment, and information sharing. Z.D. at 3;4. The 2010 ROE reflects that Bank

managerr~ent "agreed. to the ... xecommendations " R.D. at 4, however, durzng the 2Q 12

Examination, FDIC observed that items on the "must correct"..list: were not adequately addressed,

and noted fiirthe~ deterioration in ~e Bank's BSA compliance program.

In anticipation of the 2012 Examination, FDIC examiners received from the Bank

materia ~ xegax'ding the Bank's BSA con:~plianc~ program. The ons to portion of the 2012

Examination con~meineed on December 3 2012. R.D, at 11. As with the 2010 Examination, tk~e

BSA portion of the 2012 Examination was largely managed by EIC Rawlins. Id: She and her

"The Findings of Fact in the Reconnn~end Decision include detailed citations to t1~e voluminous recoxd
which includes pleadings, briefs, trial transcripts, and e~iib ts. R.D. at 3-28~ din tkxe interest of efficiency
and, except where: otherwise noted, the Board cites only to the numbered pages in the Reeomtnended
Decision xathex than to the underlying suppoirtng evidentiary documents or transcripts.
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colleagues undertook arev ew of the dour pillars of the Bank's BSA compliance program. With

respect to the first pillar —internal control system — EIC Rawlins randomly selected 24 deposit

accounts, including accounts that were newly opened since the 2010 Examination. Id. For those

acco~tnts~ s1~e x~quested that the Bank prov c~~ to hex all account opening documentafiaon as well

as six months of ~.ccoun~ activity. Id During t1~e 2012 Exat~iination, the ESC determined that

eight o~the ~4 deposit accounts were BSA compliant but that the other 16 accounts were either

improperly risk rated and/or were missing one or mare types of information. R:D, at 1.2. For

example; although ten: of the 16 deposit accounts reviewed were in a "high risk" import export

business, only one was'rated;̀ high risk" by BSA Officer Chi. azad the'Baz~k. R.D. at 13, In

addition, ETC Rawlins determined that the Banc -contrary to the recommendation in the 2010

ROB —was rev ew~~g daily batch reports regarding accounts, xather than analyzing aggregate'

activity for a period of time. R.D. at' 1314. Moreover,. while Chi made visits to several of his

clients; the Bank' did not make or document sits visits specifically for BSA purposes. According

to 2012 E~amin~:tion notes, Chi informed Rawlins that notes regarding any site visits to the Bank

were kept "in [his] head, as wail as [the heady o~ the other officers that ~verit with [him]."18

R;D. at 15. The Bvard Hates that other pertinent factual issues regarding the Bank's

noncompliance with Pillar 1. relate to its fazlure to file. SARs under: appropriate circumstances.

The Board refers to l~~aommenc~ed Decision at 15-16 regarding SARs, and, after careful

consideration, approves, adopts and incorporates that portion of the Recommended Dec siori here

by reference.lg

'$During the hcaru~~ before the ALJ, the Bank did introcluc8 some czypt~q nptes about site visits,.
19 Because applicable provisions of the BSA aiad the FDIC Rula 353 prohibit disclosure of SARs or the
aeknowledginent that a SAR was filed, :portions of the Recommended Decision emain under seal and are
.not publicly available. -.See 31 YJ S.C. § 5318(8}(2), 5319, 5321, and 5322; 12 C.F,R § 353.
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With respect to independent testing —the second pillar of the Bank's BSA compliance

program reviewed during the 2012 Exarnrnation -FDIC examiners requested the Bank to

produce any internal- or external BSA audits pex£onned since the 2010 ROE was issued. During

the pendency of the 2012 E~amina~ on, ~ieBank produced to the FDIC an audit report

performed b~ Vivaldo that covered.: the first two quarters of 2012 ("2012 Quarterly Report").

R:D. at 16. The FDIC examiners determined the 2012 Quarterly Report was inadequate because;

among other things, it lacked an overall assessment of the BSA compliance grogram; did not..

pozi~t out to the Bang's board BSA deficiencies ghat Rawlins had found, and lacked information

sufficient to pezmit the independent assessrz~ent of the quality of the Bank°s BSA program. R:D:

at 17. Moreover; the 2412 Quarterly Report did noti i~,form the Bank's board o~ the various

negative charges Chi had impJ.emented with respect to the Bank's BSA program: More

specifically, among the observations made by the FDIC during the 2012 Examination was that,

under the auspices of Chi, the Bank°s cixstomer new account form was improperly changed such

tha# nearly all of the $ark's new accounts fe11 into the. "low risk" rating range. R.D~ at 6. The

changes implemented. by Chi to the customer accorxnt form cti~~r~.vened the recommendation in

the- 2010 ROE, t~hich instructed that the Bank's risk rating worksheets should be prepared to

mare accurately permit risk rating of the Ba~nk'~ customers. R.D. at 6. Vivalda informed Chi of

xhe negative consequences of those chaziges, but Chi rejected her advice. R.D. at 7-9. Also

~rablematic, and at odds with the SSA recommendation in the 2010 RCOE, were inappropriate

changes that Chi made to the Bank's self-assessment risk rating, Which resulted in changing the

Bank's ovsrn overall risk xating from "m.edxum to high" to "Iow." R:D. at 9,

The 2012 SSA exam also found deficiencies pertaining to the third and fourth pillars o£

an effective BSA cornpl~ance program --BSA officer qualification and BSA training. These two

7



factors are related because Chi, ~v~rho had limited BSA education and training, also prepared the

Bank's training materials -.and claimed to have. trained the Ban1~'s employees. Chz's lack of

experience, l~navvledge, and education in BSA matters translated to poor, inaccurate training

materials, ..and less fihan adeq~ata training for Bank staff. R.D. 19-20. As explained in the

Recommended Decision, these deficits also negatively affected the B~.nk's obligations with

respect to filing SARs.: The Board refers to Recommended Decision at 20=21 regarding SARs

and, after careful consideration, approves, adopts and incorporates t1~at poz t an of the

Recommended Decision by reference.

.After concluding the 201 Examination, on December 1.9, 2012, ETC Rawlins held an

exit meeting with the Bank's board and executive rnanagemezzt to review her findings. R.D.. at

22. The Bank's board agreed to review the FDIC's r~gulatoxy guidance related to BSA, and two

members of the. Board. agreed to implement a satisfactory BSA progiram. R.D. at 22. A list of

written recommendations regarding the Bank's BSA compliance program was presented to Chi

on December 31 2Q12. RD. at 22-23. The Board refers to Recommended Decision at 23-26

regarding issues pertaining to SARs, and, after careful consideration, approves, adopts, and

incorporates that part~on ofthe Recommended Decision here b~ reference.

On or about 1Vlarch S, X013, the FDIC issued the 20.12 ROE. R.D. at 26. Although

certain aspects of -the Bank's BSA compliance program wexe deemed sufficient, other aspects

were determined to be inadequate, and deficiencies were found to e~zist'under each of the for~r

compliance pillars established under FDIC Rule 326.8{c). R.D. at 26-27.' The 2012 ROE' also

concluded that various recommnr~endations made in..the 2010 ROE were not implemented by the

Bank. Fox these aid other reasons discussed with specif city in the. ALJ's Reco~unended

Decision, the FDIC requested the Bank to execute a BSA Consent Order. R.D. at 27. '~'he Bank

8



declined,: and in its xespanse dated April 26, 2013, argued that it ~lre~dy had implemented

several of the xecommendations from t.~.e 2012 ROE. Id. The Bank also suggested that FDIC

should — instead' of imposing a Consem Order or Memorandum of Understanding —conduct

another BSA review "in the 1~.tter half of 2013 to review the corrective action" already taken by

the dank. R.D.:at 2728. The Bank's suggestion ~~s a less than satisfactory response to the

findings of the 2012 ROE and the FDIC's request for a Consent Order. On duly 18, 2013, the

FDIC issued the Notice of Charges alleging that the Bank violated the BSA and seeking to

impose a Cease and Desist Order against the Banl~. R,D, at 1.

IYI. ANALYSIS

A The ALJ's Factual. and Legal Fridiangs are Fully Supported by tb.e Record

The Recommended Deciszan offers exte~asive evidentiary support for the conclusion that

the Bank: failed to correct BSA compliance issues that were brought to itS attention by-the 2Q10

ROE, that the Bank's BSA compliance program eras inadet~uate as thoroughly exp~oxed in the

20 2 ROE, and that the Bank failed to file a SAR in circumstances that xequired such a filing.

R.D.. at 28-64. 'The Board summarizes below various examples of the cited deficiencies with

respect to each of the four BSA compliance pillars.

1. Lack, of Internal Controls

In this case, the ALJ found significant failings w t1~ respect to ttze Bank's internal controls

—the fist pillar required for an effective BSA compliance program. For example, after carefully

revewingthe evidence regarding 16 combined deposit/loan files, the ALJ determined that the

Bank wiled to: 1) collect, document and update important BSA infomnat on in its deposit

account files; 2) properly risk rate the accounts -for example categorizing as "low" risk certain

importiexport businesses ~w~t~i letters of credit that pxoperly should have been categarzz~d as

D



"hzgh" risk; az~d 3) monitor the accounts for a period of six months. In this regard, t1~e ALJ

concluded that the Bank disregarded the -BSA, FDIC Regulations, the ~~10 ROE's BSA.

recomm~~:dations and its own BSA Policy manual. R.D.. at 37-42.

In addition, the Bank's BSA compliance falls short of the fixst pillar because the Bank

failed to document BSA site visits to its clients. The undisputed evidence establishes that during

the X012 Examination, and in connection with her review of 24 sample account files, ECG

Rawlizis found no documentation of any BSA site visits. R.D. at 42. although BSA. Officer Chi

testified that he had, visited some customex sites, the ALJ found, after careful analysis, that the

evidence showed the Bank failed to perform docuanented BSA site visits. R,D. at 43-45.

Finally, in contravention of the recommendations in the 2010 ROE, the 1~LJ determined that the

Bank failed fo monitor and aggregate activity in high risl~ accounts, and that the Bank improperly

decreased, rather than increased, its self-assessed risk, R.D. 45-47. The ALJ also found that the

Bank's internal control deficits precluded it from detecting activity that ~x~ ght trigger the-

ablgation'to file a SAR. The Board'refers to Recommended Decision at 47-53 regarding issues

pertaining to SARs, anal, after careful consideration, approves, adopts, and incorporates that

portion of the Recommended Decision ~.exe by reference:

2, Lack of Indepe~,dent Testing for BSA_ Compliance

With aspect t~ the second pillar required for effective BS~-1 compliance, the ALJ fownd?

among other finings, that the audit by ~i~valda v~ras inadequate. After careful consideration of the

facts and hearing testimony, the ALJ found'that the audit failed to identi.f~' ̀t~veaknesses that were

discovered: duri~,g the 203.2 Exami~.atio~; failed to evaluate overall effectiveness of the Bank's

10



BSA pxogram, and Lacked sufficient information to permit FDIC to reach a conclusion about the

av~rall quality of the Bank's BSA compliance prograrn 2°

3. Unqualified SSA Officer

Lit€ewise; the record supports the ALJ's findings that the Bank's BSA compliance failed

wzth respect to the thixd BSA compliance .pillar because, among other things, Ghi the Baxak° s

BSA Officer, was not qualified to hold the position. R:D. at A~3-51. In the Recommended'

Decision; the ALJ carefully explained wky Chi was not qualx~ed to serve as the person

xesponsible for monitoring the Bank':s day-to-clay compliance with BSA. As the ALJ pointed

outs the Federal F ~~nc al Institutions Examination Council's Bank SeCre~y ActlAtrtz~Money

Laundering Examina~ian Manual ("F~IEC Manual"}~'1 and the Bank's 2012 ̀Bank Secrecy'

ActlAnti-Money Laundering Pxograin Risk Assessment':' Policy Manual both required the BSA

compliance officer ~c~ have the qua. ficat ons, experience, and expertise necessary to undertake

the job. R.D. at 57. Chi's on fihe job gaining and BSA studies clearly ~vvexe insufficient, as

evidence by the findings that Chi changed #ne methodology:. used by fihe Bank to self-assess its

risk in contravention of the 20 ~ 0 ROE, .and then red ected Viva~do's criticism in that regard. R.~,

at 58, Chi's inadequacy' as a BSA ct~rnpliance officer also was reflected by his fazlure to'rnonitor

and analyze account activity over time. Instead, Chi and the Bank xeviewed daily batch reports,

20 The 1-1I,J:also determined thaf Vivaldo dad a conflict of interest -auditing Bank compliance with its
BSA program, while ~1so providing advice to the Bank o~n its BSA pirogr~m. R.D. at 56. The FDIC
Board finds the evidence in this regazd to be thin, and notes that, for example, FDIC regulations, fern t
"independent" testzngto be ~ez~forn~ed by bank personnel. 12 G.F.R § 326:8{e)(2). Regardless, the Board
does not need to reach this issue to ~rzd the Bank noncompliant as to the second prllar because the Baard
separately credits the ALJ's tuidings that the independent testing performed by Vivaldo was inadequate
anti also adopts tl~e various othei reasons articulated by the ALJ, R.D. at 53-56,
Zj The FFIEC 1Vlan~zal was created in 2005 by Federal Financial Institutions Examination Council, which'
was compz' sed of the Baard of Governors of tk~e Federal Reserve System, -FDIC, National Credit Union:
Administration, Office of the Connptroller of the Currency,: Office of Thrift supezvision, and State Liaison
Committee. Tlae purpose of the F~'TEC Manual was to provide guidelines for complying with the four
pillars o~'BSA. R.D. at31-32.



which was insufficient. Td, Further, Chi failed to keep the BSA accounf files updated with

appropriate information, and did not provide to Rawlins and her team the files that they needed

curing the 2012 E~ami~ation in ardex to assess whether the Bank's files were BSA compliant.

R.T. at 59 Based on his findings, accompanied by tho~tghtfiil' analysis, the ALJ concluded that

Chi lacked the experience, training, and tune to adequately monitor and coordinate the Bank's

BSA compliance program. R.T~: at 43-4~9.

4. Inadequate BSA Training

Finally, the record supports'the ALJ's findings that the Bank's BSA program was not in

compliance with training requirements under the fourth pillar. R.D. at b0-64, Specifically, the

ALJ observed that BSA Officer Chi: was not qualified for his position and, therefore, he was

unable to provide adequate training. R.D. at 61: A furtk er deficiency under the fourth pillar

admitted as evidence at the hearing and identified by the ALJ was the lack of tailored training

required by both the Bank BSA manual and the FFIEC 1Vlanual. Atthough the Bank argued that

zts small'workforce did nat require such specialized, targeted training, the Bank's owti BSA

Policy Man~zal'— as we~~ as the FFIEC Manual —undermined that argument. R.D. at 62. Finally,.

the ALJ reviewed the Bank's BSA trai~sir~g materials, and detemined that they wexe inaccurate

and inadequate to satisfy the BSA and FDXC I~:ule 326.8(c)(4)-requirement that the Bankprav de

training for appropriate personnel. R.D. at 64. Tn the final ana~~sis after careful' consideration,

the ALJ determined that even i~ mistakes in the training materials were minor, considering the

evic~enee as a whole, Chi was not qualified to train the Bank personnel, and the training that was

undertaken was inadequate. Id.

~2 'I'he AL3 also determined that the Bank failed to appoint aback-up BSA officer. R.D, at ~0. The Board
found the ALJ's reasoning was sound as to this issue, but the-.lack of a bac~C-up vcras not central to the
BoardTs determination that the B'ank's BSA cotnpIiance program was lacking under the third pillar.
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Ini sum, in light of the ALJ's detailed f nd ngs as well as the statutory threshold, the Bank

cannot credibly assert that the deficiencies cited do not reflect violation of the BSA. warranting a

cease and desist order.

B. The Requirements in the Proposed C&D -Order are F.easonable

Congress has empowered the FDIC rraith broad discretionary authority undex Section 8 of

the FDI Act to initiate various types of enforcement actions and to fashion remedies appropriate

to the nature of such actions. In the. case of a cease and desist action, Sections 8(bj and $(s) o~

the SDI Act empower the FDIC to craft a remedy requiring that a£~irmative action be taken to

correct the' conditions resulting from citied BSA violations 23 Further, it is clear that a revievvn:g

court will emend substantial deference to the expertise of adrz inist~at ve agencies in designing an

appropriate ~ernedy, and the only basis upon vcvhich the courts will ove~wrta. the a~ei~cy's remedy

is where the terms of the order are not reasonably xelated to the legislative purpose of the statute

under which the. action vas ~ tiated.2~ Thus, the appropriate inquiry here is whether the remedy

proposed by the ALJ is reasonably related'to and in accordance with the legislative purpose of

FDI Act sections 8{b) and 8(sj.

In this case, the ALJ found,. based on FDIC testimony and supporting doc~mer~ts, that the

Banl~ failed to maintain an effective BSA compliance program consistent with each of the four

pillars established under FDIC Rule 32b.8(c). The AL7 also found that the Bank failed to file a

SAR and that it did not implement various recommendations for BSA compliance brought to its

attention by the 2010 ROE. 7n light of these findings, the Recomrn~nd~d Decision included

affirmative provisions requiring that the Banff impleznez~t policies and procedures designed to

23 12 U.S:C. § 1$18(b){6} 12 U.S.C, § 1:818(x).
ZA In the Mattes of 1t~Iansfield Bank ~ Tr ust G'ompany Mansfield, Louisiana; FDIC-90-~4b, 1990 WL
71'1265 at *20 (November 16, 1990) (internal citations omitted); see also In The Matter Of Marine Bank

7'~ust Company Yero I3ectch, Florida, FDIC-10-825b, 201:3 WL 2456822; at *8 (March 19, 20.13).
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bring the Banks' BSA program into compliance: Enforcement:Counsel submitted evidence —

including documents; opinions :from the 201.2 ROE ar~d sworn testimony from experienced FDIC

officials — ~sta~ilishing that the affirmative action plann the Recommended Decision was

appropriate. In s~.m, the Board finds that the affrmative provisions in the ALJ's Recommended

Decision sire reasonably crafted to address the areas of BSA non-compliance identified ~ the

Recorz~rnended Decision;

~V THE BANK'S ~~CEPTYONS TO THE RECOMMENDED DECISION

The Bank's 29 except ors can be broadly categorized as eithex: {1) objecrions to specific

findings, or (2) challenges to various aspects of the proceedings including the ALJ's Iega1

conclusions, and evidentiary rulings. The Bank's brief supporting its Exceptions discusses in

depth its disagreement with several of the ALJ's;evidentzaxy determinations. Specifically, the

Bank a~se~s that'the ALJ made erroneous findings ~vvithxespect to the Bank's $SA compliance

program, the Bank's compliance with the recommendator~s made by FDIC in the 2010 ROE,

and the applicability of various BSA: regulations and manuals to the Bank, which, it stresses, is a

small community bank vvith approximately 200 customers. In addition, the Bank raised broad

general exceptions that challenged many of t ie ALJ's evidentiary rulings and credibility

assessments with xespect to the FDIC and Bank witnesses," As discussed below, the Board is not

persuaded by the Bank's arguments on any of these issues..

The Board fiixthex finds that the_Banl~'s exceptions are, by and large, unconvincing,

repetitious, and, in sortie instances;. rnerel3~ reaxgue issues raised below and adequately disposed.

of by the ALJ. As such, most do not jixstify fiirther analysis. _Although the Board finds that

none t~f the exceptions raised by the Bank are eornpelling, we discuss below the exceptions thafi

might, at first glance, prompt a closer look. Zn addition, the exceptions addressed— by applicably
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BSA compliance pillar — arexepresentat ve of the nature of the Bank's challenges to the

proceedings. and the Recommended Decis on.25 And exceptions not specifically discussed are

denied and matters not.: xaised at the -hearing need not be consdexed.26

First Pillar Exceptions

First, cflntrary to the ALJ's findzngs the Bank claims that: 1) its system of intexnal BSA

controls were adequate, 2} its practices .and forms for assessing risk were BSA compliant,

particularly given the'size the Bank and Ys relationships with its customers, and 3j that the ALJ

failed to appreciate the extent to which the Ban1c had addressed and n~et'the recommendations' of

the 2010 ROE. Bank's Exceptions l-3, 6 8, 10-1~. However, the ReeomrnendedDecisivn cifies

ample evidence from the record demonstrating that the Bank failed in myriad ways to comply

with the first pillar of the BSA eompliance;requirements, R.D. at 36-53, For example, as found

by the ALJ, the Bank failed to collect and document required nfozmatio~z in I & of 24 deposit

account files analyzed by EIC Rawlins and her team and as a result, the files contained incorrect

informa~on or were improperly riskrated, R,D. at 37-38. The ALA also carefiilly considered the

evidence and testimony from the hearing and found the Bank's failure to collect required

Zs With ~raspect to Exception 13, which addresses SARs, the Board refers to Recommended Deciszon at
47-53 regarding issues pertaining to SARs and; after careful'consideration, appxoves, adopts, and
incorporates that partion'of the Recammend~d Decision here''by reference.
zs ~rExceptic~ns" numbered 9, 14, 17, and 21 are so vag~ze and overbroad as not to be considered
exceptiops at all. Yn addition, the Bank' filed exceptions that included arguments and facts not presented
to the ALJ at the hearing or that xaise maters that take place after the issuance of the 2012 ROE.
Objections, issues; and argument not raised before the ALJ need not be considered by the Board. 12
C.F:R. §308.39(b)(2}. This would include, fog example, Bank Exception 39, regarding BSA compliance
steps the Bank purports to have taken after the issuance of the 2012 ROE. See In the Matter of American
Ban~C of'the South, Me~^rittlsland, .Florzda FDIC-92-17b, 1992 WL 813377, at *15 (November 24,
1992)("evidence of a bank's condition and practices arising after the issuance of a na~ice in an
administrative proceeding is irrelevant and immaterial as to any issue pr~se~nted for adjiudication"). By "
v,~ay of further example, and without citation in its briefing to any legal authority, the Bank's argument in
Exception: 26 tllatthe BSA is uncoz~stztutionall~ vague'was net asse~tad at the 1~earing; without-addressing
fhis issue, because it need not do so under 12 C'.F.R. §308.39(b)(2), the Board notes that various grounds
for constitutional challenges to the BSA have been raised. in other contexts, and rebuffed by the couirts.
,See, e.g., CaliforrtiaBcr~tkersAssocicrtion v. Schultz, 416, U.S. 21, 71-78 (1974)(Plaiz~tiffs unsctecessfully
argued BSA unconstitutional on Fourth Amendments grounds, among other reasons).
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information and risk rate its customers fell short ~f both the-2010 ROE recommendations, and

the $ank's own BSA Policy Manual. R:D. at 38.

Although the Bank admits that zt-did not. comply with all recommenda#fans in the 2010

ROE, it argues that the. 201 Q ~ZO~; directive to "monitor and analyze aggregate activity-over three

month or more to establish patterns of activity" was minor and. not substantive. R.D. at ~5. The ,

ALJ addressed this point directly when he determined-that the undisputed evidence our al

established that analyzing aggregate account formation was. among the requirements. for the

Bank to be'BSA Cornpli~nt. R.D. at 45-~6. EIS Rawlins testified that although the Bank's:.

review of daily batch reports was important, alone such a review is inadequate because it dogs

not permit "longitudinal review" t~iat would help compare the expectation o~the Bank regarding

client activity and actual activity over time: ~2..D. at 45. Further Rawlins pointed out that

reviewing daily account activity "is not the same. ~s aggregating results to look for trey ds,

patterns or significant chaa~ges in activity." Id. The Board also notes that tfie Bank's relative

sire does not excuse it from its BSA comp~xance ohligations.27 Notably, the ALJ'correctlp points

out that as a result of the ~3ank's failure to correct internal controls criticized in-:2010 ROE, the

FDIC was required, under t1~e FDA Act, to seek a cease and desist order?$ R.D. at 67.

27:See, e.g., In the Matter ofFi~^~rtBank of.Tacksonvzlle, Jacksonvzlle, F~ot~ia'a ~DrC-96-155b, J 9~8 WL
3b~852, *13 (May 2C, 19.98), aff'd rytem., First Bank df.Tcteksonvillc a FDIC, 180 Fad 2b9 {l lth C r.
1999)("The Board does not disagree with Respondent's assertion il~at smaller institutions cannot be
effected to maintain the same level of segregation of responsibilities as their larger counterparts .. .
Nonetheless, it is self-evident that all institutions, r~:gai~dlcss of size, must operate in a safe and-sound
manner. , ;Although snail, Respondent's size.is not unique. Rather, it is the magnxtucle of the Bank's
management deficiencies that is exceptional.").
28 "If the appropriate Federal lianking age~acy detez~m nee that an insure depository institution .. {B) has
failed fio correct any problem ... [with its BSA compliance] which`was previously reported to the
depository institution by such agency, the agency shall issue an order ...requiring such depository
institution to cease and desist from its violation." 12' U.S:C. § 7 8 ~ 8(s)(3)(B).
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Second Pillar Exceptions

Similarly, the Board is not persuaded by the. Bank's claim that the ALJ provided

insufficient support for his findings that the Bank failed to conduct adequate independent testing

of its BSA compliance program. Bank's Exceptions 15, 16. The ALJ observed that the report

prepared by Vivaldo, the bank's auditor, neglected to identify sevexal weaknesses that were

identified in the 2012 ROE, failed to evaluate the overall sufficiency of the Bank's BSA

compliance program, and failed to identify information sufficient to permit a third party to reach

a conclusion about the adequacy of the Bank's BSA compliance program. R.D. at S3. Byway

of furthex example, V valdo's report failed to document to the Bank's boaxd that tl~e Bari was

not mo~utoring and analyzing`Bank`account activity over a sufficient period of time to establish a

pattern of activity. This. omission also is significant ~iecause it was flagged in the 2010 ROE.

R.D. at 54. In partial response, the Bank argues that the ALJ's findings regarding its BSA

testing for compliance is "form over substance" because Chi monitored activity on a daily basis

and was personally familiar with all his customer accounts :and, therefore, would have noted any

unusual activity. Bay's Exceptions 2; I2.

Hawever, the Board finds that the AL7 accorded-appropriate deference to the Fll1C

exam nexs' views on this tppic. Courts have long recognized that bank examiners' unique

experience leads to the'conclusion that: their determinations are entitled to great deference and

cannot be ovez~tuxz~ed unless shown to be arbitrary and capricious ar outside a "zone of

reasonableness."29 The Board too has repeatedly recognized the great deference due ~o the

opinions and conclusions of FDIC examiners.30 In this case, Enforcement Counsel presented

29 Sunshine State Banlcv. FD.ZE 783 F:2d 1580, 1581-84 (11th Cir. 1986).
3o See, e.g., In the Matter of First Bank of.Icrcksonvalle, FDIC-95-155b, 1998 WL363832 at *11(May 26,
1998); Ira the Matter ofBank IS; Albuquerque, New ll2e.~ieo, FDIC-09-025b, 2010 WL 1936984, at *3
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expert test ~no~ny by EIC Rawlins, a highly experienced bank examiner, who testified that the

Bank's BSA 2012 Quarterly Report was deficient because, among other things, it lacked an

overall assessment o£the ~an~'s BSA compliance program, did not idEntify deficiencies that

Rawlins cited in the 2012 ROE, aald hacked informatian: sufficient for FbZC examiners. to assess

the Bank's BSA compliance program. R.D. at 17. Under the standard described above, the.

findings, conclusions aid predictive judgments afthe FDIC's expert witnesses are entitled to

considerable deference bath ri determining whether the Bank's BSA compliance program met

the requisites of the secoa~d pillar and a~ what specific corrective actonrs appropriate, Thus, the

AL;J ~ir~perly relied on the testimony of FDIC examiners, and other documentary evidence zn the

record in finding the Bank's BSA compliance testing inadequate. Moreover, the ALr found the

Bank's own BSA's audit lacking because:

Vivaldo's 201:2, Quarterly Report did not nfortn the Board that {1) against her advice;
Alan Chi changed the methodology used to risk rate customer deposit accounts which
caused the new deposit accounts to fa11 into the "Iaw-risk" range; (2} that aga~x~s~ her
advice, and contrary to the 2012 I~OE BS11 x•ecoinmenclations, Alan Chi altered the
methodo~og~ used by the Bank to self .assess its overall risk, .thereby resulting in a "low"
rather than "medium ox high" overall self-assessed risk; and {3j that contxar~ to the 2012
ROE BSA recommendations; the Bank failed to;moilitor and analyze aggregate activity
over tree months.

R.D. at 17. Likewise, the Board will not, in this regard, ovexlook Bank ma~ageinent's failure to

address pxoblems and comply with various r~commendatio~s in the 2010 ROE: For all.. of these

reasons,. the Boaxd finds that the Bank famed to establish adequate. indepent~ent testing and that

the a~£firmative requirements in the AI,J's recommended action plaxx are reasonable.3f

(March 16, 2fl 10j In the Matter of A~terican Bank o, f the South, Merritt Island, Florida, FDIC-92-17b,
1992 WL 8 3377, at * 12-13 (November 24, 1992).
31 See, R.D. Appendix "A" p. 3 - 4 at ¶ (2)(b).
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Third Pillar Exceptions

The Board rejects the Bank's claiaz~ of insufficient record evidence establ shing'that the

Bank's BSA compliance officer lacked Elie knowledge, expertise, and training to serve as the

Bank's BSA Officer. Bank's Exceptions 18-24. Before arriving at the remedy sought ixa: the

ALJ's proposed Order to Cease and Deist —that the Bank must assure its BSA compliance .

program is managed by a qualified officer32 —the A.L~ carefully considered. significant, available

evidence. For example the ALJ:observec~ that the Bank's BSAPc~licy Mazxual and`the FFIEC

~Vlanual require ~e appointment of a "bank officer with a~paropriate qualifications and experience

as the BSA Adnninistrator" Then, after carefully considering the hearing testimony and

documentary evidence, the ALJ found that Chi's education and experience as the. Bank's credit

officer were insufficient. R.D. at 57. As another example, a preponderance of evidence

demonstrated that Chi, against the advice of Bank auditor Viva].do improperly altered the Bank°.s

methodology for risk rating the Bank and its accounts and that he also failed to appiropriately

update the Banl~'s BSA accounts and appreciate the significance o~ doing so. RD. at 57-58.

The ALJ points to substantial evidence establishing that the Bank's BSA compliance officer was

inadequate and that no b~.ckup officer was officially appointed. R.D. at 59~6~'. The irecord also

shows that Vivaldo, the Banl~'s witness and BSA consultant, complained to Chi about the Bank's

failuxe to promptly update its B5A files with complete' and current nfo~rmatiQn. R.D. at58. Tie

ALJ also correctly credited the testimony of EIC Rawlins, who highlighted the deficiencies in

the'Bank's BSA files. R.D. at 12-13. In Tight of the 20I2 RQE and the informed judgment and

analyses of the FDIC officials that Chi was an inadequate BSA compliance officer, the Board

3z See, R.D. Appendix "A'° p. 4 at¶ {2){d}.

19



.sees no reason to second guess the ALJ's conclusion that the Bank failed to meet the

requremeants of the third pillar of BSA compliance. See generalry R.D. at'~Sb-60,33

Fourth Pillar Exceptions'

The Board is not persuaded by the Bank's claim that the ALJ had insufficient-bases for

finding that the Bank failed to provide adequate BSA gaining to its personnel as'required under

the;fourth pillar of a compliant BSA program.' Bank Exceptions 22-24. The Bank asserts that

Chi did in`fact prepare and train his employees on the BSA in satisfaction of the. fourth pillar

requirement. Although there may have been minor errors i~ the trai~ng matexia~s, the Bank.

argues, the BSA tr~.irung matexials as a whole aricl the on the job training afforded to the Bank

employees was appropriate, The ALJ found, however, that the BSA training materials prepared

were not only in_some respects inaccurate, but also failed to cover the Bank's own ~SApolic es

procedures, and processes as required ~y ids BSA Policy Manual anc the FFIEC Manual: R.D, at

62-64. Based on the evidence presented, it is reasonable for the ALr'to have found that a ~oarly

trained, i11=:qualified BSA officer could not provide ~.dequate training, and that leaving copies of

manuals around the Bank was not an adequate substitute far the formal BSA trainzng xequixed by

FDIC Rule 32fi.8(c)(4}. R.D: at 60-64. For all of these reasons, the Board finds the Batik famed.

to implement a BSA program that complied with the fourth pillar and that, therefore, the

provisions regarding BSA training in the Order to Cease and Desist are reasonab1e.34

33See In the Matter of Marsha Messick, FDIC.-00-O~Ok, 2003 WL 220198 0 (7uly 30; 2003); In the utter
ofAndersan CountyB~znk, C'lznton, 7'erznessee, FDIC-89-235a, 191 WL 73934I at *5-b (May 21, 1991)
(considerable deference and weight should be given to the opinions and coii~lusions of FDIC examiners);
accord Sunshine State Bank v. FDIC, 783 F:2d at 15 $2-83; Independent Banl~e~s Assn of America v.
Heimann, 613 F. 2d 1164, l lb9 {D:C, Cis'. 1979j.
34 See, R.D. Appetldix "A" p. 4-5 at ¶ (2)(e).
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The Bank's General Exceptioi2~

Finally,. the Board rejects the Bank's general arguments (Bank's Exceptions 7, 25 and Z7)

which challenge, among other things, the ALJ's reliance on "biased" FDIC witness testimony as

well as his citation to the FFTEC lUlanual, in purported contravention of the. ALJ's Februalcy 27,

20'.14 Order Granting in Part-and Denying in Pad .California Pacific Bank's Motions In Limzne

No. l & 2 ("February 27 Order").35 First, alfihough the February 27 Order sustained the Bank'S

position that the FFIEC Manual was,not entitled td deference under Chevr'on3~, the ALJ also

found that the FFIEC Manual was relevant and material to the proceedings and would assist the

AI.,J in understanding and analyzing evidence regarding the Bank's BSA compliance program:

February 27 Order at 2-3. Importantly, the ALJ squarely addxessed this issue in the

Recommended Decision, when he found after careful consideration that although the FF~EC

Manual may not have the force of law, the FFIEC Manual was: according to Rawlins and others,

an industry wide guide far compliance with BSA; incozpoxated in the Bank's own BSA Policy

Manual; "scattered all over the Bank", used by the Bank's own BSA consultant, and is the

"foremost guide to bank examiners and banks on identifying and controlling risks associated

with moneylaundering and terrorist fu~ancix~g, and for carrying out the BSA." R.D, at 66. The

Board also notes that FDIC~RuIe 308,5 confers upon the ALJ broad dowers to conduct hearings

in a fair, irn~parC al and efficient manne~.37 Accordingly, it is well within the ALJ's discretion to

make evidentiary rulings regarding the admission of evidence aa~d the credibility of testimony.

Moreover, under.the standard discussed above, the findings, conclusions and predictive

3~ The questions as to what, if and, weight should be afforded the FFIEC Manual was the subject of the
Bank's Motion in limine No: l; Motion zrt limine No. 2 related to ~'DTC expert witnesses and their expert
reports.
36 Chevt^on, U.S.~4., Inc. v. Natural Resource Defense Counsel, Inc•, 4~7 U.S. $37 (X984).
3712 C.F.R. § 308.5.
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judgments of tie FDIC's expert witnesses are entitled to considerable weight and deference. in

d~te~miniz~g whether the Bank's BSA program cam~lied with FDIC Rule 326.8(c).38

V'. CONCLUSION

Based upon its review of the'record the Board finds a preponderance of evidence

supporting'findings and conclusions that the Bank failed to comply with the BSA and FDIC

Rules. Because ail o~the elements of sections 8(b) a.~d 8(s) were proven, the Board concludes

that a formal cease and desist ordex with af~izmativ~ action is justified. AItl~ough-the FDIC has

dear autl~o~ity to issue a cease and desist order based an failure to cornpiy with just one pillar of

t?~e BSA, in this case the Baniz failed in its cornpl arice obligations with arespect to each of the

four pillars: In addition, the Board notes that the BSA recommendations cited in the 2010 ROE

persisted over a perit~d of years despite ongoing regulatory efforts to correct them and assurances

from Bank management that it would comply. Finally, the Board observes that there: is ample

evidence in tl~e record warran~.ng the imposition of a cease acid desist oxdea' based on the Baz~c's

failures with respee~ to any one of the four pillars of BSA compliance.

'Tha present cixcumstanc~s illustrate a caxnp~lling need' for both an order, citing BSA

noncompliance and a correspondin~,pla~ to bring the Bank into compliance. The affirmative

provisions in the R~eommended Decision were clearly designed to address cited deficiencies in

the Bank's BSA compliance prpgxam. The Board endorses the plan proposed b~ tl~e ALA

because it aptly targets tie Bank's BSA compliance deficiencies and provides wk~at appears to be

a reasonable, workable plan for corrective action. The Board further obsezves that the order and

affirmative action plan are necessary because fhe record amply demonstrates that Bank

management failed to .address the BSA conaplianca issues raised in the 2b10 ROE or to

3$ See e.g., :Sunshine State Bank,. 783 F:2d at 15:82-1583; 7n the Matter of Ba~xk :Is̀  ofAlb~cquerque, 20I0
WL 1936984, at *3.
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meaningfully respond to subsequent regulatory cr #icism, and that the finding of an inadequate

BSA compliance program was we11' supported i~t the 2412 ROE and the evidence admitted zn the

heari~zg in this regard.

Based on'the foregoing, the Board. affirms the Recommended Decision and adopts in full:.

the findings of fact and conclusions of law therein; and issues the following Order implementing

its Decision.
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ORDER TO CEASE AND DESIST

The Board o~Direictors of the FDIC ("Board"), having considered the entire record of

this proceeding hereby ORDERS and DECREES that the Bank, its directors, officers,

employees, agents, or other nstitut on~affil ated parties of the Ba~1c (as that term is defined'. in

Section 3(u) of the Federal Deposit Insurance Act,12 U,S.C. § 1813{u)), and its successors and,

assigns, case and des stfrom the following violations of the Bank Secrecy Act, 31 U.S.G. §§

5311-5314, 53165332, i2 LT.S.C. § 1829b, 12 U.S.C, §§ 1951-1954 and 12 U.S.C. § 1818{s),

and its implementing regulations, 31 C.F.R. Chapter X {effective March 1, 201 l), section

326.8 and 12 C.F.R. Part 3.53 of the Rules and Regulations of the FDIC, 12 C.F.R. § 326.$

and 1? C.I'.R. Pert 3 S3 (collecta~eJ.~ the "BSA"):

(a) Operating- in violation: of section 326.8 of the Rules and Regulations of the FDIC, 12

C.F.R. § 326.8, by failing to provide for the. continued administration of a

written, boaxd-approved BSA compliance program in connection with the

following:

(1} Failure to establish a sys~c~n of internal controls to ass e

ongoing compliance;

(2) Failure to provide for independent testing for compliance conducted by _

Bank personnel or by aia outside party;

(3) Failure to designate an individual or individuals responsible for

coorcl nat~ng and monitoring day-to-day compliance; and

(4) Failure to provide gaining for appropriate. personnel..



(b) Operating in violation of Part 353 of the Rules and Regulations ofthe FDIC, 12

C;F.R. Part 353; in connection with the failure to file a Suspicious Activity Report

"SAR"),

] , Within b0 days of the effective date of this ORDER, the Bank shall comply in

all material respects with the BSA and i#s rules and regulations.

2. Within 60 days of the effective date of this ORDER, the Bank shall develop;

adopt, and implement a written compliance program, as required by the applicable provisions

of section 32&.8 of the FDIC's Rules and Regulations, 12 C.F.R. § 326.8, designed to; among

other tk~ ngs, e~isuze and maintain compliance by the .Bank with the BSA and the rules and

~eg~lations issued pursuant thereto. The program shall ensure that clear and comprehensive

BSA compliance reports are provided to the Bank's Board of Directors ("Bank' ~ Board") on a

monthly basis. Such program and its implementation sha11 be in a trianner acceptable to the

Regional Director of the FDIC's.San Francisco Regional Office {"Regional Director") as

determined at subsequent examinat o~.s and/ox v .sitatxons of the Bank. At a minimum; the

program shall:

(a) Establish a system of internal controls to ensure compliance with the BSA

and the rules and regulations issued pursuant thereto, ncXud~ng policies and procedures fio detect

and monitor a1 transactions to ensure that they are not being conducted-for illeg~ti~xaate purposes

and that there is full compliance with ail applicable laws and regulations:

(b) Provide for independent testing of camp~iance with the BSA, all

applicable :rules and regulations related to the BSA., and the. reporting of suspicious transactions

requ~xed to be re~orteci pursuant to Part 353 o~the FDIG's Rules and R~gu~ations, 12 C.F,R.

Part 353. The independent testing shah be conducted on an annual basis and in accordance



with the procedures described in the current/applicable Federal Financial Institutions

examination Council ("FFIEC") BS.A/AML Examination Maa~uaL The independent testing,

at a minimum; should address the following:

() overall integrity and effectiveness of the BSA/AML

complxanee program, including policies, procedures,. and processes;

(zi) BSAIAML risk assessment,

(iii BSA: repot ng arzd'recardkeepingregmrements;

(iv) Customer Identification Program implementation;

{v) adequacy o~ customer due diligence policies, procedure,

and processes and whether they comply with internal regt~ixements

(vi) personnel adherence to the Banl~'s BSAJAMI, pql ties,

procedures, and processes;

(vii:) appropriate transaction testing; -with particular emphasis on

high- risk. operations (products, service, customers, and geographic. locations}

(viii) gaining adequacy; including its comprehensiveness, acc racy

of materials, the training schedule, a~.d attendance tracking;

(i~j integrity and accuracy of management information systems used

in the SSA/AML compliance program;

(x) an evaluation of management's efforts to resole violations

and def c encies noted in the previous tests or audits and regulatory examinations;

(xi) an assessment of the overall process for identifying and

reporting suspicious activity, including a review of filed or prepared SARs to determine their

.accuracy, timeliness, completeness, and effectiveness of the Bank's policy; and
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(xi) a review of the methodology used to risk rate aceounts:

(c) Written reports shall be prepared which document the testing results

and provide recommendations for improvement. Such x~ports shall ~~ presented to the

Bank's Board.

(d) Ensure that the Bank's BSA compliance program is managed by

a qualified officer wk~ has the required authority, responsibility, tra ning,'resources

and management reporting st~acture to insure compliance with the Bank's BSA

program requirements and .BSA-related regulations, including without limitation;

{i) the identification of timer, accurate and complete reporting to law

e~;forcement and supervisor authorities of unusual or suspicious activity or known or

suspected criminal activity perpetrated ~.gainst or involving the Bank; and

{ii) montoriin,g the Bank's compliance and ensuring that fu11

aid complete corrective action is taken w fh respect to previously identified violations

and deficiencies.

(e) Provide and document txaining by competent staff and/or

independent contractors of all Bank's Board members and all appropriate personnel,

including, without limitation, senior management, teirers, customer se~ce represen#awes,

lending officers, and all other customex contact personnel, in all aspects of regulatory and'

internal policies and procedures related to the BSA, with a specif c-concentration on

accurate reeoxdkeep ng, foxrn completion and the detection anal reporting of known and/or

suspected criminal acti~zty: Trauung sha11 be updated on a regular basis to ensure that alb

personnel are grovided wi#h the most current and up to date information.
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3. Within 60 days of the effeetzve date of this ORDER,.the Bank..shall deveJ:op,

adapt, and implement a written customer due diligence pro-gram, which shall include

employees and directors at the Bank. Such program aid its implementation shad be in a

manner aecept~ble to the Regional Director as determined at subsequent examinations and7or

~ sitatiozls of fhe Bank. At a minimum, the customer due diligence program shall. provide for

the following;

(aj A ris~,focused assessment of the customer base of the Bank, including

employees and directors at the Ban1~, to determine the appropriate level o~ enhanced due

diligence necessary for those categories of customers, employees and directors that the Bank

has reason to believe pose a heiglit~ned risk of illicit activities at or through the Bank,

(b~ Fir those customers, employees and directors whose transactions

require enhanced due diligence, procedures to

(i) determine the appropriate doeentation necessary to confirm

the identity and business activities of the customer, employee: and director,

{ii) understand the normal and expected transactions of the

customer, employee, anc~ director;-and'.

(iii).. reasonably ensure the identification and timer, accur~.te and

complete reporting of known or suspected criminal activity against or involving the Bank to

law enforcement and supervisory authorities, as required by the suspicious. actin tq reposing

provisions of Part 353. of the FDIC's Rules and Regulations, 12 C.F.R. Part 353.

4, (a) Within b0 dais of the effective date of this ORDER, the Bank shall

establish'and implement policies end procedures to advise the Bank's Board o~ SARs. At a

m r~~xnum, the Bank's Boaard shah be advised .zi detail of all SARs involving employees;
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contractors, officers, and directors.. The policies and procedures shall also include guidelines

to determine what SARs are signxfcarzt.

(b) The Bank sYzall establish and implement policies and procedures to

ensure tihat SARs axe filed within 30 days of identifying a suspect or unusual and suspicious

activity (or a total of 60 days if ~. suspect is unknown or once per quarter fox ongoing

transactions}. Such a program must also ensure that timely identification ~f suspicious activity

occ~s; ghat timely investigation znto unusual activity is undertaken; that related accauz~.ts are

considered and discussed in the SARs filing; that a detailed, accurate, comprehensive; and

readable .narrative c~escripGion of the activity is included in the SARs filing; and that Bank

management maintain adequate mitten information to support a decision not to file a SAR as a

result of :any investigation of a suspect or unusual and suspicious activity.

5. (a) Within 60 days o£-the effective date of this ORDER, the Ban1c's Board

audit committee shall ov~irsee the Banl~'s compliance. with'the BSA and Parts 326 anc1353 of

the FDIC's Rules and Regulations. The committee shall receive xeports from the qualified

officer appointed in Paragraph 2(d} rcgaxding compliance with the BSA and Darts 326 and 353,

at least monthly, and shad repoart to the Bank's Board at every meeting.

{b) Following the effective date of this ORDER;. the Bank's Board sha11

monitox and confirm the completion of actions taken by management to comply with the

terms of this ORDER The Baa~k's Board shall certify in writing to the Regional. Director.

when all of the above actions have been,accornplished. All actions taken by the Bank's Board

pursuant to this ORDER shall be duly noted in the muautes of its: meetzngs. The committee

sha11 receive reports from the qualified officer appointed in Paragraph 2{d) regarding



cor~riplanee with the BSA -and Parts 326 and 353, at least monthly; and. shall report to the

Bank's Boaxd at every meeting.

6. Within 150 days from the effective date oath s ORDER, the Bank's Bard shall

develop and implement a plan to review all high-xisl~ accounts and high-risk transactions

("Transaction Review"), including but not limited to the Banl~'s large currency transaction

reports ("CTRs") cash purchases of monetaxy instruments; wire transfer activity, and Foreign

exchange: services for the six:-month period xrnmed ately pxeceding tk~e effective date of -this

Order (the "Transaction Review Period"), and shah prepare and file- any additional CTRs and

SARs necessary based upon the review. Based upon the results of the review, the Regional

Director may extend the Transaction Review Period if necessary.

(a) VJ'ithin 64' days of preparing a plan for the Transaction Review, but

prior to commencement of the Txansaction Review; the Bank sha11 submit to the I7.egional

Director a written plan for approval that- sets fortk~;

O the scale: of the Transaction IZ~view, including the types of

accounts and'transactions to be reviewed,

(ii) the methodology fog conducting the Transaction Review,

including any sampling procedures to be followed;

Review,

and

( ij the expertise -and resources to be dedicated to the Transaction.

(iv) the anticipated date of completion o£the Transaction Review;

(v) a commitment that .any interim reports, draft reports or

worl~pape~s associated v~rith the Transaction Review will be made available to the

Regional Director upon request.

7



(b) Qn couplet on of the xeviews requzared pursuant to the paragraphs above,

the Bank shall submit the written findings of the review and copies of any. additional SARs

and CTRs filed to the. Regional Director:

(c) Throughout the Transaction Review, the Bank shall ensure that all..

~.atters or transactions required to be reported that have not previously been reported are

reported in accordance with applicable rules and regulations:

(d) T~ocumentat on supporting any determination made pursuant to the

~arag~aphs above shall be retained ire the Bank's xecards for.. such period of time as may

be required by any applicable rules or regulations.

7: Within 3 b days of the ei~d ~f the firsk quarter, following tke effective date of

thi s ORDER,, aid within 30 days of the end of -each. quarter thereafter, the Bask shall furnish

written progress reports to the Regional Director detailing the form and manner of any actions

tal~en to secure compliance with this ORDER and the results'thereof. Such reports mad b

discontinued when the. corrections. required by this ORDER have begin accomplished. and the

Regional Director has'released the Ban1~ in writing ~xom making further reports.

8, Fal~owi~g the effective date of this ORDER, the Banff shall send to its

shaareho~der(s) ox otherwise fu~ni~h a description of this ORDER in conjunction with the

Bank's next shareholder communication and also in conjunction with its notice or proxy

s~aternent preceding the Bank's next shareholder meet ~g. The descziption shall filly describe

the ORDER in all material respects. The description and any accompanying communication,

statement, or notice shall be sent to tk~.e FDIC, Accounting and Securities Section., Washington,.

D:C. 20429, at lest 15 days prior to dissemination to shareholders. Any changes requested to



be made by the FDIC sha11 be made prior to dissemination of the description, communication,

notice, or stafiement.

This ORDER shall not bar, esfiop, ox otherwise prevent the FDIC, or any other federal

or state agency or departxx~ent from taking any other action against the Bank, the Bank's

current or former instit~.tion-affiliated parties, and/or any of their respective directors, officers,

employees, and agents, including, but not limited to, the imposition of civil money penalties.

This ORDER sha11 be effective on the data of issuance.

The provisions of this ORDER shall be binding upon the Bank, its institution-

affiliated parties, and any successoxs and assigns thereof.

The provisions of this ORDER shall remain effective and enforceable except to the

extent that, and until such time as, any provisions of this ORDER shall have been modified,

terminated., suspended, or set aside in writing.

By direction of the Board of Directors.

Dated at Washington, D.C. this 17~' day of February 2016.

(SEAL)

s

Valerie J. Best
Assistant Executive Secretary
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ORDER DELAYING PUBLICATION AND DIRECTING REDACTION' Off'
REFERENCES TO CONFII3ENTIAI; BSA INFQRMATIOI~t

The Board of Directors of the FDIC {`Board"), having. reviewed the Aclmmns~rative

Record in this regard, including the Adminisfirati~ve Law Judge's September 8, 201 S

Recoxnmendeci Decision {"Recommended Decision") that is adopted by reference in the final

Decision and 4rc~e~r to Cease andDesist ("Decision and Oxder"), finds that'varous discussion,

.documents, exhibits, and legal analyses of the parties and the Administrative Law Judge are

precluded from disclosure to the public pursuant to the Bank Secrecy Act ("BSA Information"}.

See, 31 U.S.C. §§ 5318{g)(2), 53.19, 5321, and 5322; 12 C.F.R. § 353. 'The Boaxd fiu~her finds

that under exceptional czrcuimstances, such as those presented here where the Board detern~.ne~

thatpubl cation would se~iousiy threaten the safety and soundn~,ss of an ins wed depository

institution, the FDIC may delay publication of a final ]~~cision for a rea~ona~ie tune. 12 U.S.C.

§ 1818 (u)(4}. NSW THEREFORE,

The Board ~iZDERS ~~ad DECREES that:

1) Although the'final Dec szon and Order shall be'provided without delay to the parties

upon issuance by the Board, the final Decision and Order and Recommended Decision shall mot

be published or made available to the public, except a5 provided in Paragraph 2, below, to

protect against disclosure of any BSA InfQzmation; and

2) Within 10 business days of issuance by the Board of the final Decision and Order,

Enforcement Counsel shall provide to the Executive Secretary a proposed redacted version of-the

Recommended Decision, which redacts from the: Recommended Decision any and aal BSA

In.~ornaa~ion. Enforcement Counsel shall consult with Bank. counsel regardi:~ag redactions prior to

submitting the final Decision and Order and redacted Recommended Decision to the Executive

Secretary, and in its sole discretion, Enforcement Counsel. m:ay modify its redactions to the



Recommended Decision consistent with such consultation. Upon receipt and approval by the

Executive Secretary, the Executive Secretary sha11 promptly publish the final Aecisian aid

Order, which attaches and incozparates by reference the redacted Recox~nmanded Decision.

Nothing in this (~xder sha11 be construed to require, authorize or permit any party to

modify, change, amend or alter ixi any way any provision of ~1ie final Deczsion and Order or

Reoommended Decision; this Order requires andpermifs the redaction of BSA Information and

nofhing more.

This Order shall not alter, delay, or otherwise modify the effective date of the Board's

final Order to Cease and Desist.

By direction of the Board of Directors.

Dated at Washington, D.C. this 17~` day o~February 2Q16. .

(SEAL)

083251

s/

Valerie J. Best
Assistant Executive Secretary
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FEDERAL DEPOSIT INSURANCE CORPORATION

WASHINGTON, D.C.

In the Matter of )
FDIC 13-094b

CALIFORNIA PACIFIC BANK )
SAN FRANCISCO, CALIFORNIA )

(INSURED STATE NONMEMBER BANK) )

RECOMMENDED DECISION

Statement of the Case

C. RICHARD MISERENDINO, Administrative Law Judge. On December 3, 2012, the Federal

Deposit Insurance Corporation ("FDIC") commenced a safety and soundness examination of California

Pacific Bank ("CPB" or "Bank"), using Bank information as of September 30, 2012. Based on this

examination, the FDIC concluded that the Bank failed to provide for the continued administration of a

Bank Secrecy Act ("BSA")1 compliance program reasonably designed to assure and monitor compliance

with sections 326.8 (a), 326.8(b)(1) and 326.8(c)(1)-(4) of the FDIC Rules and Regulations, and failed to

file a Suspicious Activity Report ("SAR") as required by section 353.3(a)(4)(iii). 12 C.F.R. §§ 326.8(a),

326.8(b)(1), 326.b(c)(1)-(4), 353.3(a)(4)(iii). The FDIC requested the Bank to voluntarily agree to a

Consent Order stipulating certain time frames for compliance with the BSA. The Bank declined to do so.

On July 18, 2013, the FDIC issued a Notice of Charges ("Notice") seeking to impose a Cease &

Desist Order against the Bank pursuant to 12 U.S.C. §§ 1818(b)(1) & (s). The Notice of Charges alleges

that the Bank violated the Bank Secrecy Act, 31 U.S.C. §§ 5311-5314, 5316-5332, 12 U.S.C. § 1829b,

12 U.S.C. §§ 1951-1959 and 12 U.S.C. § 1818(s), and its implementing regulations, 31 C.F.R. Chapter X

(effective March 1, 2011), section 326.8 and 12 C.F.R. Part 353 of the FDIC Rules and Regulations,

12 C.F.R. § 326.8 & 12 C.F.R. Part 353 (collectively "the BSA").

1 31 U.S.C. §§ 5311 et seq., 12 U.S.C. § 1829b and 1951-1959e.



On August 13, 2013, the Respondent filed an Answer denying the material allegations of the

Notice. A hearing in this matter was held from March 10-13, 2014, in San Francisco, California. The

parties have been afforded a full opportunity to appear, present evidence, examine and cross-examine

witnesses, and file proposed findings of fact and conclusions of law, post-hearing and reply briefs.

On the entire record, including my credibility determinations based on the weight of the evidence,

established or admitted facts, inherent probabilities, and reasonable inferences drawn from the record as a

whole, and after considering the parties' proposed findings and conclusions, post-hearing briefs, and reply

briefs, I .make the following findings of fact, conclusions of law, and recommended orders.

I. Jurisdiction

California Pacific Bank is, and at all times relevant to this proceeding has been, a corporation

organized, existing, and doing business under the laws of the State of California with its principal place of

business in San Francisco, California. (Answer ¶ 1.) The Bank is, and at all times relevant to this

proceeding has been, a "State non-member bank" within the meaning of section 3(e)(2) of the Federal

Deposit Insurance Act ("Act"), 12 U.S.C. § 1813(e)(2), and an "insured depository institution" within the

meaning of section 3(c)(2) of the Act, 12 U.S.C. § 1813(c)(2). (Answer ¶ 2; CPB Prop. FOF ¶2.)

Accordingly, the Bank is subject to the Act, 12 U.S.C. §§ 1811-1835(a), the Rules and Regulations of the

FDIC, 12 C.F.R. Chapter III, 12 C.F.R. Parts 326 and 353, and the laws of the State of California. (CPB

Prop. FOF ¶2.) Because the Bank is a "State non-member bank" and an "insured depository institution,"

the FDIC is the "appropriate Federal banking agency" with respect to the Bank within the meaning of

section 3(q)(2) of the Act. 12 U.S.C. § 1813(q)(2). Based on the foregoing, I find that the FDIC has

jurisdiction over the Bank, the "institution-affiliated parties" of the Bank as defined in section 3(u) of the

Act, 12 U.S.C. § 1813(u), and the subject matter of this proceeding. See 12 U.S.C. § 1818(b); (CPB Prop.

FOF ¶3).
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II. Facts

A. The Bank

California Pacific Bank is a community bank and minority depository institution with one office in

San Francisco, California and a second office in Fremont, California. (Tr. 595-96, 674.) Mr. Richard Chi

("CEO Chi") is, and has been, the Bank's only Chief Executive Officer since it opened. (Tr. 594.) In

2012, the Bank employed fewer than 15 people: two in the Fremont office and the remainder in the San

Francisco office. (Tr. 674.)

The Bank primarily generates new business through referrals. (Tr. 596, 604.) All of its borrowers

are required to open deposit accounts. (Tr. 719-20.) In 2012, it had approximately 200 customers with

approximately 500 active deposit accounts. (Tr. 601-02.) Significantly, the Bank's customer base reflects

a "high" BSA risk profile. (R. Exh. 10/5, 11.) It has a significant number of import-export customers,

including some with trade financing letters of credit. It has a significant number ofnon-resident alien

accounts. It has a large number of accounts with international transactions, including wire transfers and

other high volume activity. (Tr. 129, 173.)

B. The 2010 Report of Examination

In July 2010, the FDIC conducted a full safety and soundness examination of the Bank, including

its BSA activities. (FDIC Eli. 136.) At that time, Henry Kuang was the Bank's BSA Administrator. (Tr.

275, 671-72; R. Exhs. 30/1, 31/l, 37/1.) The BSA portion of the 2010 exam was conducted by Heather

Rawlins.2 (Tr. 35, 272-74.) Rawlins testified that, while the Bank's BSA program in 2010 was deemed

generally satisfactory, there were a number of areas that needed improvement, particularly given the

2 Rawlins joined the FDIC in 2009 as amid-career examiner. (Tr. 25.) Between 2006 - 2009, she was employed by the Florida

Office of Financial Regulation, where she conducted approximately 10 BSA exams. (Tr. 23-25.) In 2009, she joined the FDIC

and was designated a BSA subject matter expert. (Tr. 25-27.) She became an FDIC-Commissioned Examiner in December

2010 and was promoted to Senior Examiner in December 2012. (Tr. 27-29.) At the time of the hearing, Rawlins had conducted

approximately 38 BSA exams. (Tr. 32.) During the hearing, and without objection or challenge by Respondent's counsel,

Rawlins was qualified as an expert in FDIC Bank examinations and supervision, the Bank Secrecy Act, matters regarding

suspicious activity reporting, and in connection with FDIC corrective actions and recommendations for corrective actions. (Tr.

34.)



Bank's risk profile.3 (Tr. 275-76; FDIC Ems. 136/11-12.) Specifically, the BSA findings for the 2010

Report of Examination ("2010 ROE") were as follows:

Bank Secrecv Act
Compliance with BSA is generally adequate; however, the following findings must be corrected in

order to maintain a satisfactory BSA program.

Training
• Send BSA Officer and supportive staff to outside training and conferences to enhance their

understanding of BSA and current trends.

• Document director training and ensure that all directors receive annual training (Sylvia Chi

was absent for 2010 annual training).
• Incorporate a method of testing employees' knowledge of training given.

Customer Risk Ratings
• Incorporate the types and levels of activities expected into the risk rating worksheet in

order to more accurately risk rate the customer.
Designate new customers with high levels of activity (such as gas stations) as high risk for
at least six months and perform the required enhanced due diligence.

Account Monitoring
Monitor and analyze aggregate activity over three months or more to establish patterns of activity.

Risk Assessment
• Increase the risk rating for the customer base to medium or high risk in order to account for

the high number of nonresident aliens and high risk business customers.

• Increase the risk rating for electronic banking in order to account for the 24 remote deposit
capture customers.

Information Sharing
Enhance the search log to include the tracking number from the FinCEN request, the date the
search was performed, and the signature of the employee who conducted the search.

W-8BEN
Ensure that future W-8BEN forms include the customer's foreign address instead of the U.S.
address used by the power of attorney.

Currency Transaction Reports
• Include the number of CTRs filed on a monthly basis in reports to the Board.

• Ensure Section B of the CTRs are filled out properly (35 out of 67 CTRs reviewed had the
box indicating "conducted on own behalf' incorrectly marked).

Management Response: Management agreed to the above recommendations and provided a
revised log during the examination. Management stated that the customer risk rating worksheet

was in process of revision, and a worksheet would be created to track the appropriate activities.
CEO Chi emphasized that he understands the importance of training.

3 Contrary to the Respondent's repeated assertion, the unrebutted evidence shows during the 2010 examination the FDIC

identified several areas of the Bank's BSA/AML program that required corrective action.
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(FDIC Exh. 136/11-12.) (Emphasis added.)

According to Rawlins' unrebutted testimony, at the conclusion of the 2010 examination, she "sat

down with [CEO] Chi as well as Joan Vivaldo [the Bank's outside consultant/auditor] ... and really

walked them through a BSA program and what was expected of them to help them better understand,

again, what regulator expectations were at a bank of their size and their complexity with their risk

profile." 4 (Tr. 276.) Rawlins recalled that CEO Chi, Henry Kuang, and Vivaldo were "extremely

receptive, grateful for the time that [Rawlins] was taking to really walk them through the program, the

recommendations that [Rawlins] had." (Id.) Rawlins was left with the impression that they were

"absolutely committed to having a satisfactory BSA program." (Id.)

C. Alan Chi Becomes the Bank's Acting BSA Officer

The following year, 2011, not less than four individuals served as the Bank's BSA Officer. Henry

Kuang left the Bank in 2011 and was replaced by Wenni Chung. (Tr. 275, 671-72; R. Ems. 36/1.) In mid-

2011, Chung took a medical leave of absence and did not return. (Tr. 671-72.) She was temporarily

replaced by Robert Zhao, who was appointed as interim BSA Officer. (Tr. 1033-34.) Soon thereafter,

Alan Chi, son of CEO Richard Chi, became the Acting BSA Officers At the time, Alan Chi was also

serving as the Bank's Senior Credit Officer. (Tr. 646, 877-78, 1033-34.)

Sometime before the end of 2011, Alan Chi made two significant changes to the Bank's BSA

compliance program : (1) he revised the Bank's customer new deposit account Risk Assessment

4 From 2006-2012, the Bank contracted with Consultant Joan Vivaldo to audit its BSA/AML program. (Tr. 918-919.) Her

contract called for risk-based transaction testing on a quarterly basis, with evaluations of (1) the overall integrity of the Bank's

risk assessment, (2) management's efforts to resolve violations and deficiencies noted in previous audits and regulatory exams,

(3) the effectiveness of the suspicious activity monitoring system, and (4) the effectiveness of the Bank's BSA/AML

compliance progam during the fourth quarter of each year. (Tr. 919-921; Jt. Exh. 2/1-2.)

s On or about the time Alan Chi became Acting BSA Officer (August 2011), the Bank
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form6 and (2) he revised the risk assessment form used by the- Bank to "self-assess" its own risk-rating.

(Tr. 659, 661- 662, 1032-34, 1045; FDIC Exhs. 125, 5/632-633; R. Ems. 28/4-5.)

1. The Customer New Deposit Account Form Is Changed

What began as an attempt to "automate" the risk-rating process for new deposit accounts,

eventually lead to a change in the risk assessment methodology used for rating those accounts as "high

risk, medium risk or low risk." The changed methodology resulted in an automatic deduction of 12 points

from some customer's overall risk rating score if, for example, the entity or individual opening the deposit

account was already a customer of the Bank. (Tr. 1040; R. Ems. 27/5.) Consequently, nearly all of the

Bank's new deposit accounts that opened thereafter fell into the "low-risk" range and three new "high

risk" deposit accounts were not properly identified. (Tr. 1035, 1064-65, 1065.)

In addition, the original new deposit account "Risk Assessment" form specifically contained

cautionary language stating "all business (sic) listed below are ̀ 3' (HIGH RISK) AND WILL BE

RATED ̀HIGH RISK. "' The list included, among others, import/export, out of area residents, and gas

stations. The purpose of the language was to alert the bank personnel who opened the new deposit

account that these types of businesses area "high-risk" designation. (Tr. 1034.) For unexplained reasons,

Alan Chi deleted this cautionary language from his new form. (Compare R. Exh. 28/138 and 362.)

Significantly, these changes made by Alan Chi contravened the 2010 ROE's BSA Customer Risk

Ratings recommendation to:

Incorporate the types and levels of activities expected into the risk rating
worksheet in order to more accurately risk rate the customer."

Designate new customers with high levels of activity (such as gas stations)
as high risk for at least six months and perform the required enhanced due
diligence.

6 Before Alan Chi modified this form it was entitled, "Risk Assessment." (R. Ems. 28/ 362, FDIC Exh. 14/1.) After he made

changes, the form was entitled, "New Account BSA/AML/OFAC Risk Assessment." (R.E~. 28/138, FDIC Ems. 125.) Neither

version of this customer risk rating form should be confused with the Bank's self-assessed overall risk rating form entitled,

`BSA/AML/OFAC Risk Assessment as of _." (R. Each. 28/4, FDIC Ems. 5/632.) Throughout the hearing, all three of these

documents were inadvertently referenced at various times as the "risk assessment" form, which created some confusion.

.i~



(FDIC Exh. 136/11-12.)

They also caught the attention of the Bank's outside consultant/auditor, Joan Vivaldo, who counseled

Alan Chi against making them.

In a series of email exchanges, Vivaldo bluntly informed Alan Chi in December 2011 that his

revised new deposit account risk assessment form failed to correctly identify three new high-risk deposit

accounts. (Tr. 1035; FDIC Exh. 118.) She also pointed out that "[h]igh risk accounts are listed in the

FFIEC Exam Manual, CPB Bank policy and on the [Bank's] Risk Assessment by the type of industry.

Before it was modified in July 2011, the Risk Assessment indicated that if an account was one of the

identified high risk, it should be graded high risk. That caveat disappeared with the revision." (FDIC Exh.

118.)

In addition, Vivaldo told Alan Chi that instead of an automatic 12 point reduction, the Bank

should "correctly identify high risk accounts," and then, in the comments section of the form, explain

why, in the opinion of Bank management, the specific account actually posed a lower risk based on its

individual facts and circumstances. (Id.) Specifically, she wrote: "If CPB can document why these are not

really high risk, then do so on the Risk Assessment with the reason and the revised score under

Comments. You or Mr. Richard Chi should approve it. If CPB cannot document why these are not high

risk, then the monthly monitoring for high risk accounts should begin and continue for 6 months." (Id. )

Vivaldo opined that by using an automatic 12 point reduction the Bank would be taking an unnecessary

risk that "could turn around and bite them someday." (Tr. 1037.)

Alan Chi rejected Vivaldo's recommendations. (Tr. 1036.) He told her that he believed the

assessments had been done correctly and that he did not want to change the risk assessment process per

her suggestions. (Tr. 1038-1039; FDIC Exh. 121/1.) Vivaldo pushed back —telling Alan Chi "I'm afraid

you are wrong on both counts. I've explained what's wrong with the risk scoring and suggested a way

around it." (Id.) Again she stated that, pursuant to the FFIEC BSA Manual, certain types of accounts are

considered high risk and should be treated as such. (Id.) She also warned Alan Chi "[i]f you choose to



ignore my advise (sic), I must leave you to the tender mercies of the FDIC." (Id.) Unpersuaded, Alan Chi

replied: "if we personally know them then they are not high risk. I do not feel we need to do monitoring

for people we have known for 5+years and some even longer than that."~ (FDIC Exh. 122/1.) He did

however make some unspecified modifications to the form.

After reviewing what Alan Chi had modified, Vivaldo told him that the scores were still "too

generous." She reiterated that the Bank would be "better off showing a high risk as high risk initially and

then in ̀ comments' explaining why the risk rating has been knocked down to a low or medium risk and

the compensating factors that were responsible for the mediation." (Tr. 1051; FDIC Exh. 126/1.) Notably,

Vivaldo also opined that "[t]he BOD should be informed with the monthly report of high risk accounts of

those that were scored high risk but were reduced because of compensating factors, like referral by a well

known customer or CPB employees." (Id.) She ended by opining "[w]e are pushing the envelope with

`referral by a well-known customer."' (Tr. 1052-1053.)

Alan Chi again rejected Vivaldo's advice. He did not want the Bank to use a comments section to

explain the mitigating factors, and he did not want to report to the Board which accounts had been

downgraded based on mitigating factors.$ (Tr. 1044, 1054; FDIC Ems. 127/1.) He wanted to stress

"automation as much as possible for compliance." (Id.) He agreed, however, to make some other

adjustments to the risk assessment form that were recommended by Vivaldo.

Vivaldo persisted. She wrote back stating, "I have seen many FDIC reports where they criticism

(sic) the bank for not reporting high risk accounts to the board and not reporting high risk accounts

downgraded to the board." (FDIC Ems. 128.) "My aim is to keep you out of trouble with the FDIC. I

strongly advise you to do what I have said a couple of times already to handle the high risk accounts."

In contrast to her contemporaneous writings, Vivaldo testified at the hearing that if the Bank could document in writing that it

had known the customer for "five years" or so, she saw no need for monitoring a new deposit account. (Tr. 1041-1042.) She

then conceded that she had never seen such a writing when auditing the Bank. (Tr. 1043.) Eventually she reverted to her

original position that Alan Chi would be "better off substantiating with words the reason a risk rating is modified,

substantiating the methodolody," rather than automatically downgrading the numerical risk rating. (Tr. 1048.)

g Alan Chi also rejected Vivaldo's recommendation to file a report with the Bank Board when high-risk customers were

downgraded to low-risk as required by the Bank's Policy Manual. (FDIC Ems. 128.)
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Alan Chi sent Vivaldo a revised form which changed the criteria used to automatically downgrade

a customer from high to low risk. (FDIC Exhs. 129, 130.) Whereas, under his initial revision, the account

would be downgraded if the customer had been referred to the Bank by an employee or well-known

customer (FDIC Exh. 125), in the later revision, the account would be downgraded only if it was directly

related to any loan or existing deposit account. (FDIC Exh. 130.) After reviewing the latest revisions,

Vivaldo had the same comments for Chi: "Again, I suggest you lower the score tiers to pre July 2011

levels. With the proposed ranges, almost no account will be medium risk or high risk. An unnatural

system. The FDIC recommended the pre July 2011 scoring tiers."9 (Tr. 1044, 1061-62; FDIC Exh. 131/1.)

Despite her repeated best efforts, and the BSA recommendations of the 2010 ROE, Vivaldo was

unsuccessful in persuading Alan Chi to change his new deposit account risk rating system.

2. The Bank's Self-Assessment Risk Rating Form Is Changed

The Bank also had a BSA/AML/OFAC Risk Assessment form that it used to "self-assess" its

overall risk rating. (R. Exh. 28/5.). In the 2010 ROE, it was recommended that the Bank "[i]ncrease [its

self-assessed] risk rating for the customer base to medium or high risk in order to account for the high

number of nonresident aliens and high risk business customers." (FDIC Ems. 136/1 l.) Alan Chi, however,

changed the Bank's "BSA/AML/OFAC Risk Assessment," by altering the methodology used by the Bank

to self-assess its overall risk, which resulted in a "low," rather than "medium to high," self-assessed risk

rating. (Tr. 172; FDIC Exh. 5/632-633.) More than once, Consultant Vivaldo told Alan Chi that she

disagreed with the "low" self-rating and the methodology that he used. (Tr. 1119-1123; FDIC Exhs. 132,

133.) Alan Chi was unpersuaded.

9 In her testimony, Vivaldo clarified that when she advised Alan Chi to return to the pre-July 2011 system, she was referring to

"a system that allows medium risk and high risk to appear as they are, not to .., not to arrange a system so that almost

everything is low risk." (Tr. 1065.)



D. Alan Chi Is Officially Appointed BSA Administrator

In January 2012, Alan Chi officially became the Bank's BSA/AML Administrator. (Tr. 646, 878;

FDIC Exh. 34/2.) At the same time, the Bank Board elected him to be Senior Vice President, Senior

Credit Officer, Chief Financial Officer, Internal Auditor, and Operations Compliance Officer. (FDIC Ems.

34/2.) He also became the Management Information Systems Supervisor and a member of the Directors

and Officers Loan Committee. (FDIC Exh. 1/5.) In other words in addition to his new BSA duties, Alan

Chi simultaneously assumed,the responsibilities of six other high level Bank positions.

E. The 2012 Examination

A full-scope safety and soundness examination was scheduled for early December 2012. Heather

Rawlins the BSA examiner for the 2010 examination—was the Examiner-In-Charge ("EIC") of the

2012 examination. (Tr. 34-36, 272-74.) FDIC Senior Examiner Bradley Forgang, a BSA subject matter

specialist, was assigned to work with Rawlins on the BSA section of the exam. (Tr. 50-51.) On November

9, 2012, in preparation for the exam, Rawlins sent CEO Chi a written request for documentation to be

provided to the FDIC prior to the beginning of the on-site review. (Tr. 38-42; FDIC Exh. 3.) The BSA-

related items were set forth in numbered paragraphs 91 through 168 of the request. (Tr. 41-42; FDIC Exh.

3/10-15.)

Based on her preliminary review of the items provided to the FDIC, Rawlins had several concerns

regarding the BSA portion of the exam. She noted that although the Bank's customer base had several

high risk characteristics, there was only one customer on its high-risk list. (Tr. 173.) She was surprised

that as of January 2012 the Bank had self-assessed its overall risk level as "low," even though the 2010

ROE recommended that the Bank "increase the risk rating for the customer base to medium or high risk in

order to account for the high number of nonresident aliens and high risk business customers." (Tr. 48-49,

170-175; FDIC Ems. 5/632; 136/11-12.) She observed that the Bank had appointed a new BSA Officer

after experiencing a significant turnover of BSA Officers since the 2010 exam.
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Given her background as a Subject Matter Expert in BSA, her familiarity with the Bank's BSA

program, and the BSA findings in the 2010 ROE, Rawlins decided to become directly involved in the

BSA review of the Bank. She assumed responsibility for assessing the first pillar of the BSA —the Bank's

system of internal controls — to assure ongoing compliance, and in particular compliance with the 2010

ROE BSA findings. (Tr. 49-51, 63-64.)

1. Internal Control System

The onsite examination commenced on December 3, 2012. (Tr. 35; FDIC Exh. l.) During the first

week, Rawlins randomly selected 24 deposit accounts from different lists provided by the Bank during the

FDIC's Pre-Examination Planning period, to wit: new accounts opened since the FDIC's 2010

examination; high risk/cash intensive businesses; non-governmental organizations and charities; and the

Bank's subpoena log.10 (Tr. 71.) For each of the 24 accounts, Rawlins asked the Bank to provide "all

account opening documentation, including CIP, CDD, EDD and any [BSA] reviews that have been

performed on the accounts," as well as six months of account activity.11 (Tr. 64-66, 74-76: FDIC Ems. 8,

9.) As she reviewed the information, Rawlins made notes of her findings on each account, which became

part of the FDIC's examination work papers. (Tr. 77-78; FDIC Exh. 10.) As the examination proceeded,

Rawlins' notes also reflected discussions that she had with Alan Chi and his responses to questions she

asked of him.

Every deposit account opened by the Bank was required to have a completed "New Account

Application Form," and a "BSA/AML/OFAC Risk Assessment" form. (Tr. 91-93; FDIC Exh. 5/635-637

and R. Exh. 10/28.) The former contained CIP and CDD to help the Bank verify the customer's identity

'o Two of the accounts that Rawlins originally requested were not available at the Bank's San Francisco location, so Rawlins

replaced them with two other accounts. selected from the same pool. (Tr. 72.)
11 "CIP" or "customer identification program," includes four pieces of basic information: the customer's name, date of birth

(for an individual), address, and identification number. See 12 C.F.R. § 326.8(b)(2) & 31 C.F.R. § 1020.220. CIP is collected to

help the Bank verify the customer's true identity. "CDD" or "customer due diligence" includes information concerning the

purpose of the business, the purpose of the account, the source of funds for the account opening deposit, and other information

which would help the Bank to understand the customer. (Tr. 66.) For high risk customers, additional information beyond CDD,
called "EDD" or "enhanced due diligence" is collected. Both CDD and EDD are recorded and monitored to enable the Bank to

predict with relative certainty the types of transactions in which a customer may engage and to determine when transactions are

potentially dangerous. (FDIC Ems. 103!64-66.)
11



and to understand and predict the customer's normal transactional activity. The latter form, as explained

above, contained a numerical rating system which would allow the Bank to gauge the appropriate

customer risk rating, e.g., low, medium or high.

a. Missing CDD/EDD

After reviewing the selected deposit account files, Rawlins determined that 8 of the 24 deposit

accounts were BSA compliant. (Tr. 82-83.) The other 16 accounts, however, were either missing one or

more types of CDD information and/or were improperly risk rated. (Tr. 83; FDIC Exhs. 11-26.) Eight of

the 16 were missing information regarding the source of information and three failed to disclose the

purpose of the account. (FDIC Exh. 10.) Four of the 16 were missing information regarding expected

activity and eight had account activity that was significantly higher than what was expected by the Bank

or had some other combination of all of the above. (Id.)

For example, the account files for USA Performance Technology Inc., Wantech International

Corp. and Dynasty Customs Broker, Inc., which were opened in 2012, were missing a New Account

BSA/AML/OFAC Risk Assessment form. (FDIC Exh. 10/1-3, 1l, 16, 20.) The deposit account file for

Creative Multi-Commodities International Corp. contained a blank IRS Form W-8BEN.12 (FDIC Exh.

18/2.) In addition, there was no "expected activity" reflected on the New Account Application Form of

Happy D Corporation. (FDIC Exh. 22/1.) The New Account Application Form for New CNB LTD

LP/Richard K CHI GEN PTR was missing information pertaining to the nature of business, source of

income, purpose of account and expected activity. (FDIC Exh. 12/1.) The account file for Pioneer

International Customhouse Brokerage Inc. was missing a Risk Assessment and the business description

was inadequate. (Tr. 117; FDIC Exh. 24/1.) The New Account Application Form for New Bridge Group

indicated that it was an "import/export" business of food products, but discussion with Alan Chi revealed

that the customer was actually exporting cars. (Tr. 103-104, 731; FDIC Exh. 13/3.) The New Bridge

1z Form W-8BEN: "Certificate of Foreign Status of Beneficial Owner for United States Tax Withholding" is used by foreign

persons (including corporations) to certify their non-U.S. status for federal income tax withholding purposes.
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Group account file also disclosed that it had an international line of credit, that it was receiving wires

from foreign individuals and that its actual account activity was significantly higher than the expected

activity.13 (FDIC Exh. 10/1 and 13.)

In addition to missing CDD in several deposit accounts, Rawlins specifically noted that the New

Account BSA/AML/OFAC Risk Assessment for a gas station that opened a deposit account on July 17,

2012, was incorrectly rated as "low risk," even though "gas stations" are considered as high-risk accounts

because they are cash intensive businesses. (Tr. 125; FDIC Exh. 26/2; R. Exh. 10/5-6.) She also noted

that although 10 of the 16 deposit accounts reviewed were "high risk" import/export businesses, only one,

Colinda International, was rated "high risk" by Alan Chi. (Tr. 128-129, 133-135, 137.) The Colinda

account, however, was promptly removed from the high risk list in August 2012, six months after it was

opened, which caused Rawlins to question whether the account had been properly monitored for

suspicious activity while on the "high risk" list as per the BSA recommendations in the 2010 ROE. (Tr.

128, 137; FDIC Exh. 136/11 (Customer Risk Ratings.) When Rawlins asked for documentation showing

that the Colinda International account was monitored for suspicious activity, none was provided.14 (Tr.

137.)

b. Lack of Monitoring

The lack of documentation lead Rawlins to question whether the Bank was actually monitoring

and aggregating the new deposit account data for any of its new deposit accounts over three months or

more to detect suspicious activity as per another specific 2010 ROE BSA recommendation. (Tr. 164;

13 Throughout the 2012 exam, Rawlins and Forgang discussed certain BSA concerns with Alan Chi, including, but not limited

to, the CDD that was missing from the deposit account files. (Tr. 79-82, 104, 125, 128, 132, 149-150, 166-168, 190, 215, 243-

244; FDIC Ems. 10.) Although no one disputes that the deposit account files did not contain this information, Alan Chi testified

at the hearing that at one point during the exam he told Rawlins that "there were documents relating to these depositors ... in
the loan files," the implication being that the CDD information was available for review. (Tr. 707.) Other than this oblique

reference to documents in the loan files, there is no evidence or argument that Alan Chi or anyone else at the Bank provided

these other documents to the FDIC examiners during the exam. Nor did anyone give Rawlins or Forgang a loan file containing

the missing BSA information that correlated to a deposit account. Finally, Alan Chi did not explain why these "other

documents" were not copied into the respective deposit account files as required by the Bank's BSA Policy Manual. (R. Ems.

10/29.)
la The documentation would have been used to determine whether the new deposit account should remain on the "high risk"

list to be monitored indefinitely for suspicious activity on at least an annual basis. (Tr. 140-141.)
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FDIC Exh. 136/11 (Account Monitoring.)) When she asked Alan Chi for clarification, her suspicion was

confirmed. Alan Chi told Rawlins that the Bank did not aggregate activity for any period of time to

establish patterns. (Tr. 167.) Instead, he and the Bank staff manually reviewed various Bank batch reports

on a daily basis, e.g., wire reports, large transactions, currency transactions, etc., to detect suspicious

activity. (Tr. 164-165, 169.) They did not, however, record or aggregate the daily snap shots over a period

of time in order to discern patterns of suspicious activity. (Tr. 168.) While Rawlins acknowledged that the

daily review of account activity was important, she opined that it alone was inadequate because it failed to

provide a longitudinal review that would help determine, among other things, whether the customer's

actual activity, volume and services rendered were consistent with its expected activity, volume, and

services as reported by the deposit account holder at the time the account was opened.15 (Tr. 137, 167-

169, 1072.)

To Rawlins all of these deficiencies were particularly disconcerting. Many of them ran counter to

specific BSA recommendations made in the 2010 ROE, which specified that the Bank had to take certain

corrective actions in order to maintain a satisfactory BSA program. (FDIC Exh. 136/11-12.) The CDD

information missing from the deposit account files, coupled with the omission of the aggregated account

data, and the fact that only one of 24 deposit accounts reviewed was rated high risk during the entire 2012

examination period, lead her to conclude that the Bank was not actually performing the appropriate level

of customer due diligence and enhanced due diligence. (Tr. 126, 129-130.)

c. No Documented BSA Site Visits

In addition, none of the deposit account files reviewed by Rawlins contained documentation

showing that a BSA site visit had occurred, particularly among "high risk" customers with deposit

is In addition, a daily batch report, which often exceeds 600 pages, does not provide a separate report for each individual

customer. Rather, it is list of all customers for a particular date without an analysis of any transactions. (Tr. 618; R. Ems. 116.)

It therefore has extremely limited utility in detecting suspicious activity. (Tr. 882-883.)

14



accounts.16 (Tr. 148-149.) During the exam, Alan Chi told Rawlins that he occasionally visited customer

businesses, but did not document any of these visits in the deposit account files. (Tr. 149-150, 152.)

Instead, he kept note of these visits "in [his] head, as well as [the heads ofd the other officers that went

with [him].i17 (Tr. 898, 896-899.) At the hearing, however, Alan Chi testified that he occasionally made

"loan" site visits, which also served as BSA site visits.18 He identified some of the notations that he made

in a few loan files reflecting that a customer was visited.19 (Tr. 739-740, 751-752, 784-86; R. Exh.

97/100, 99/71 and 108/52.)

d. Lack of SAR Filings

As part of her review of the Bank's system of internal controls, Rawlins also sought to determine

whether the Bank filed any suspicious activity reports during the relevant time period.20 (Tr. 231-232.) A

pre-exam search of the FDIC's electronic filing system for information concerning the Bank revealed that

~~

16 A BSA site visit is a form of EDD that allows the BSA Officer to observe first-hand the customer's business operation, as

well as any irregularities, that may reflect suspicious activity. (Tr. 148-149.)

17 At the hearing, Vivaldo lamented that she often had to "drag the information out of [Alan Chi's] head" in order to document

it in her own work notes for BSA purposes. (Tr. 1029-1030.)

'$Rawlins testified that a "BSA site" visit differs from a "loan site" visit. She opined that a BSA site visit is primarily focused

on the legitimacy of the business and the transactions that are flowing from that business through the bank, e.g., whether the

business had an ATM on site, the extent to which it engaged in cash transactions, and whether the nature of the business has

changed. (Tr. 150-151.) In contrast, a loan site visit is primarily focused on assessing the credit risk to the bank, e.g., whether

sufficient collateral exists for the loan, and whether the condition of that collateral is acceptable.

19 The notations do not reflect much in the way of addressing any BSA issues. Also, there is no evidence that Alan Chi showed

any of these notations to Rawlins during the exam. Nor did he explain at the hearing why these notations were not copied into

the deposit account file as per Bank policy, if indeed they reflected BSA compliance.
2u
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After the onsite exam began, Rawlins asked for documentation pertaining to the business accounts

of the customers A review of the

documentation that was provided lead Rawlins to conclude that the Bank should have filed a SAR and

that the Bank had not done a careful review of the customer accounts for suspicious activity,

2. Independent Testing

In addition to the Bank's internal controls system, Rawlins, with the help of BSA Specialist

Forgang, assessed the other three BSA pillars: independent testing for BSA compliance; the BSA Officer

qualifications; and BSA/AML training. (Tr. 51.)

As part of its pre-examination document request, the FDIC had asked for "[a] copy of the results

of any internally or externally sourced independent audits or tests performed since the previous

examination for BSA/AML, including the scope or engagement letter, management's responses, and

access to work papers." (FDIC Exh. 3/10.) In response, the Bank provided the FDIC with one audit report

prepared by Vivaldo that covered only the first two quarters of 2012 (2012 Quarterly Report). (Tr. 190; Jt.

Exh. 3.) Rawlins thought it was odd that the Bank did not have an annual audit report. The undisputed

evidence shows that when Rawlins specifically asked Alan Chi during the exam if the Bank had any

2~
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reports, other than the lone 2012 Quarterly Report, none was provided. (Tr. 190-191.) Unbeknown to the

examiners, Vivaldo had submitted an "Annual Report for 2011" to the Bank board on March 31, 2012.

(Tr. 1089-1090; R. Ems. 27/9-14.)

a. Inadequate 2012 Quarterly Report

After reviewing the 2012 Quarterly Report, Rawlins and Forgang concluded that it was inadequate

for several reasons. It lacked an overall assessment of the BSA/AML compliance program (that is, it did

not specifically state whether or not certain BSA components were satisfactory.) (Tr. 193-195; Jt. Ems.

3/1) 23 It did not identify for the Board many of the BSA deficiencies that Rawlins' found with the

customer deposit accounts. (Tr. 196-198; Jt. Exh. 3.) It generally lacked information sufficient to enable

the examiners or anyone else to independently assess the quality of the Bank's BSA program. (Tr. 198.)

Notably, Vivaldo's 2012 Quarterly Report did not inform the Board that (1) against her advice, Alan Chi

changed the methodology used to risk rate customer deposit accounts which caused the new deposit

accounts to fall into the "low-risk" range; (2) that against her advice, and contrary to the 2012 ROE BSA

recommendations, Alan Chi altered the methodology used by the Bank to self-assess its overall risk,

thereby resulting in a "low" rather than "medium or high" overall self-assessed risk; and (3) that contrary

to the 2012 ROE BSA recommendations, the Bank failed to monitor and analyze aggregate activity over

three months. (Jt. Exh. 3.)

b. Vivaldo's Conflicting Roles

Rawlins and Forgang also had concerns about various tasks performed by Vivaldo for the Bank

that exceeded the scope of her "auditing" agreement. For example, in 2006, she wrote the Bank's BSA

Policy Manual. (Tr. 1100-1101.) Thereafter, she annually updated the manual and proposed changes to

the Bank's BSA Officer. (Tr. 1101- 1105.) At the conclusion of the 2010 examination, Vivaldo was

present when Bank President Richard Chi met with Rawlins to go over the FDIC's BSA findings and

z3 In contrast to the 2012 Quarterly Report, several reports Vivaldo prepared for the Bank in 2010 and 2011 specifically stated

that the Bank's BSA program was satisfactory. (R. Exhs. 30/1 at ¶ 2, 31/1 at ~ 2, 36/1 at ¶ 2.)
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subsequently assisted the Bank in addressing some of the findings. (Tr. 179, 1115.) When Alan Chi made

changes to the customer risk assessment form and the Bank's self-assessed risk assessment form, which

contravened the 2010 ROE BSA findings, Vivaldo advised him against doing so, explained to him why,

and recommended other alternatives. At the conclusion of the 2012 examination, she participated by

phone in an exit examination meeting between the FDIC and senior Bank management. (Tr. 1082-1083.)

For these reasons, Rawlins and Forgang concluded that Vivaldo was acting as both a consultant and an

auditor.

3. BSA Officer Qualifications

Rawlins and Forgang also questioned whether Alan Chi possessed the BSA knowledge,

experience and training to takeover as the Bank's BSA Officer, particularly given the high turnover of

BSA Officers that proceeded him. (Tr. 203-204; FDIC Exh. 35.) They were troubled by the fact that the

Bank board officially appointed him to the position without recruiting or interviewing anyone else. (Tr.

203-204, 878.)

A review of Alan Chi's resume revealed that he had a bachelor degree in molecular cell biology.

He had worked for the Bank for eight years, primarily as the senior credit officer making loan decisions

and monitoring loan activity. (Tr. 877.) In February 2011, he and another employee were appointed co-

backup BSA Administrators to Wenni Chung.24 A few months after she left the Bank, Alan Chi was made

"Acting" BSA Officer.25

With respect to BSA education, in 2008, he completed a community bank compliance officer

course given by the Independent Community Bankers of America ("ICBA"), which included a BSA

overview. (R. Exh. 78.) In 2009, he completed an ICBA bank internal audit course. (R. Exh. 77.) In 2012,

z4 There is no evidence delineating Alan Chi's specific duties in that position. (R. Exh. 26/2.) Rather, he generally testified that

prior to becoming the Acting BSA Officer, he helped others prepare responses to FDIC entry letters which, in part, contained

information regarding BSA compliance. He also attended some examination exit interviews. (Tr. 648-650, 1153-1154.)
25 
When specifically asked why he was selected to become the Acting BSA Officer, Alan Chi testified that it was "because of

[his] familiarity with the customers and also being able to implement other processes at the bank regarding compliance,

especially loan compliance...." (Tr. 672.)
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after he was officially appointed BSA Officer, he, along with several other Bank employees, took a

webinar on regulatory compliance, which contained some BSA components covering customer

identification and customer due diligence. (Tr. 205, 812, 1008-1009; FDIC Exh. 36.)

Against this background, Rawlins and Forgang believed that the combined responsibilities of all

the other key Bank positions to which he was simultaneously appointed would hinder Alan Chi's ability

to perform his BSA Officer duties. (Tr. 21 l; FDIC Exh. 34/2.) In particular, they saw a potential conflict

between his role as Senior Credit Officer and his role as BSA Officer. (Tr. 211-213.) Adding to these

concerns was the fact that the Bank had not appointed aback-up BSA Officer. (Tr. 214.)

4. BSA Training

In addition to his responsibilities as Senior Vice President, Senior Credit Officer, Chief Financial

Officer, Internal Auditor, Operations Compliance Officer, Management Information Systems Supervisor,

member of the Directors and Officers Loan Committee, and BSA Officer, Alan Chi had also undertaken

responsibility for all BSA training at the Bank. (Tr. 214, 217, 798, 807.) At Board meetings, he provided

the Bank Board with a brief BSA overview on customer identification, anti-money laundering and

currency transaction reporting. (Tr. 799-805; R. Exhs. 11/8, 12/7, and 14/7.) He provided the Bank staff

with BSA training on customer identification, currency transaction reporting, anti-money laundering;

identity theft, and unlawful Internet gambling. (Tr. 807-808, 811, 813-816, 820-824; R. Ems. 19, 20.21,

23, 24 and 25.) Rawlins and Forgang reasoned that if Alan Chi lacked the knowledge, education,

experience and time to undertake, administer and monitor the Bank's BSA compliance program, he more

than likely also lacked the knowledge, experience, training and time to provide adequate BSA training to

Bank personnel. (Tr. 230, 453..)

An analysis of the BSA training arranged by Alan Chi supported the inference that the training

itself was inadequate.26 According to Rawlins' unrebutted testimony, all Bank employees, including Alan

Z6 Alan Chi's inability to identify and explain at the hearing the content of some of the training material that he provided to the
Bank staff also raises a question about the depth of his understanding of the subjects he was teaching. (Tr. 812.)
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Chi, received the same training, regardless of their position. (Tr. 229-231, 807, 809-810, 813-817, 819-

823; R. Exh. 19/1, 20/1, 21/l, 23/1, 24/1 and 25/l.) For example, the 2012 webinar that Alan Chi took

with all other employees was not geared to the specific positions or functions of the participating Bank

personnel. Instead, it provided only rudimentary BSA training for front-line staff such as tellers, and was

less than adequate training for the Bank's BSA Officer. (Tr. 204-206, 229-230.)

In addition, not all of the topics included in the BSA training were relevant to banking and some

topics that should have been covered were omitted. (Tr. 226.) For example, although the Bank's BSA

Policy Manual specifically requires training on the Bank's BSA policies and procedures, none was

provided. (Tr. 226-228; FDIC Ems. 7/32, 103/38.) Instead, Alan Chi gave each Bank employee a copy of

the Bank's 51 page BSA Policy Manual, told them to read it, and expected them to pass an exam on the

Bank's BSA policies and procedures. (Tr. 226-231, 818-819, 821-822.) Finally, with respect to testing,

some of the questions in a BSA multiple-choice test prepared by Alan Chi did not offer a correct answer.

(Tr. 223-224, 819, 1152; FDIC Exh. 5/509, 519; R. Exh. 23/4.)

5. The Exam Draws to a Close

As the exam drew to a close, Rawlins and Forgang met with Alan Chi and Jimmy Phang on

December 13, 2012, to discuss the Bank's BSA compliance program. (Tr. 838, 858-859.) According to

Alan Chi, the examiners asked numerous questions about customer due diligence, and then asked him

several questions concerning the filing of a SAR.

~~ In her testimony,. Rawlins asserted that she did not tell Alan Chi that he should have filed a SAR
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~~ They also told him in blunt terms that he

did not know what he was doing as a BSA Officer. (Id.) This exchange prompted Alan Chi to

memorialize his perceptions of the meeting and his account of what was said in a memo to the Bank's

Audit Committee the very next day, December 14, 2012. (R. Exh. 88.)

Also on December 14, 2012, Rawlins received a letter from CEO Chi stating that he had spoken

by phone with Wenni Chung, the Bank's former BSA Officer. According to the letter, Ms. Chung advised

CEO Chi that she had not notified Bank management of Rawlins' prior recommendations for changes to

the Bank's BSA program. (Tr. 283-85; FDIC Exh. 52.) The letter further states:

The reason I made this call to Wenni, was because I want you and the FDIC to

know that we take your comments seriously. We were not notified of your comments to

her and apologize for this lapse. The bank remains committed to taking in the findings of

the FDIC that it has promised to implement, as you have seen we have integrated all of the

prior enhancements in which we were aware as well as made numerous other
improvements outside the scope of your examination. We would not willingly jeopardize

the good will and trust which we have worked so hard to obtain over these many years. 
29

28 Rawlins on the other hand stated that neither she nor Forgang told Alan Chi

`'' CBO Chi s letter is puzzling because Ivls. Chung was not the Bank's BSA Officer at the time of the 2010 exam, nor was she

at the 2010 exit meeting. (Tr. 276; FDIC Ems. 136/7-8.) Alan Chi testified that Henry Kuang was the Bank's BSA Officer in

2010, and that Ms. Chung joined (and left) the Bank in 2011. (Tr. 671-72.) In addition, Rawlins testified that she never met Ms.

Chung. (Tr. 284.) Even more puzzling, all of Rawlins' concerns regarding the Bank's BSA program were memorialized in the

FDIC's 2010 Report of Examination ("ROE"), which was provided to Bank management. (FDIC Ems. 136/11-12.) Rawlins
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(FDIC Exh. 52.}

The conciliatory tone of this letter was relatively short lived. Five days later, on December 19,

2012, Rawlins held an exit meeting with the Bank's executive management and Board to review the 2012

exam findings.30 (Tr. 266.) As the findings were reported to the Bank's directors and officers, Rawlins

perceived that CEO Chi and Alan Chi were less receptive to some of the FDIC's findings, particularly in

areas administered by Alan Chi, i.e., credit administration and BSA. (Tr. 268-272.) The Board of

Directors, however, agreed to review the regulatory guidance related to these areas. (Tr. 269-70; Jt. Exh.

1/10.) In addition, Board members Grisanti and Lauterbach agreed to implement a satisfactory BSA

program. (Tr. 270; Jt. Eli. 1/18, 25.)

6. Post Exam Communications

On December 31, 2012, Rawlins gave Alan Chi a written list of recommendations for the Bank

based on the results of the examination. (Tr. 263-64.) With respect to BSA Compliance, Rawlins

recommended the following:

• Develop a complete and well-documented high-risk customer list, including information
explaining the reason the customer is considered high risk.

• Ensure BSA risk ratings for customer accounts are current and appropriate. Changes in risk
ratings should be supported and documented.

Develop and implement arisk-based CDD and EDD program that ensures the collection
and retention of sufficient document [sic] to assist effectively in determining lawful and
customary transactions expected of each customer and especially for those customers
determined to be high-risk. EDD should be documented on all HR customers. CDD and
EDD should be updated throughout the life of the account.

• Develop and implement formal procedures for monitoring suspicious activity and HR
accounts, focusing on whether a customer's activity, cash or otherwise, is usual and lawful
business behavior considering the documentation maintained on the customer through the
CDD/EDD process.

acknowledged that some of those recommended BSA changes were subsequently implemented, which shows that Bank

management was actually aware of the recommended changes.
3o Rawlins prepared two different agendas for the meeting. A nine page detailed agenda for the FDIC attendees and a one page

abbreviated agenda for Bank management and directors. (Tr. 266-267; FDIC Ems. 60, 61.)
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• File Suspicious Activity Reports (SARs) on customers if not able to justify why customer
activity is not suspicious based on documented CDD/EDD.

• File SARs on customers

• Maintain PSARs (A/K/A No-SAR files) evidencing suspicious activities reviews where
management determined that the account activity was not suspicious.

• Ensure the BSA Risk Assessment accurately reflects the bank's residual BSA risk profile,
which is presently high given the high number of import/export customers and weak BSA
internal controls.

• Incorporate and document site inspections of customer businesses within customer
information files maintained for BSA purposes. Documented site inspections/visits are an
important part of EDD.

• Appoint aback-up BSA officer and provide the individual with appropriate training.

• Ensure compliance with the BSA and all related regulations.

(FDIC Exh. 50/4-5.) Rawlins described this list as a way to help management begin the process of taking

corrective action before they received the actual ROE several months later. (Tr. 264-65.) Rawlins did not,

however, meet with Alan Chi to discuss the recommendations. (Tr. 265.)

7. The Draft 2012 ROE

Rawlins prepared a preliminary draft of the 2012 report of examination, which was internally

circulated. She recommended that the Bank be cited with various alleged BSA violations, including

apparent BSA pillar and program violations. In addition, she recommended two SAR violations. One for

failing to file a SAR based on

She also recommended

that an enforcement action be initiated against the Bank, which prompted a second layer of review by

31 Alan Chi testified that at no time prior to receiving the fina12012 ROE did anyone at the FDIC tell him that he should have

filed a SAR
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Case Manager-Special Activities ("CMSA") Edmund Wong in the FDIC San Francisco Regional

Office.32 (Tr. 250-51, 271-72, 521-22; FDIC Exh. 51.)

Upon review of Rawlins'findings and recommendations, Wong determined that additional

information was needed to support some of the noted deficiencies, as well as the recommended violation

for failing to file a SAR for

The very next day Rawlins provided detailed information concerning the deficiencies with the

BSA/AML internal control structure, as well as the circumstances surrounding

CM Pinkard promptly responded:

Is this the support for the violation, as EIC, that you are proposing be included

in the ROE?

The ROE needs information (report quality) as indicated by the following note:

There is not enozi~h information_to conclude a SAR shoiild have been filed.

Neccl to add snore

more details on rcason a SAR should have been filed and

32 During the hearing, and without any objection or challenge by the Respondent, Wong was designated as an expert in the

Bank Secrecy Act, suspicious activity monitoring, FDIC enforcement matters, bank examination and bank supervision. (Tr.

419-20.)
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A few days later, on March 1, 2013, CM Pinkard sent Rawlins a revised ROE, specifically calling

her attention to the fact that "[o]ne of the most significant changes was on the Violations page where we

changed

Rawlins did not have complete account information for

She wrote to CM Pinkard that his suggested

revision was inaccurate because:

We do not have information on

In short, it was Rawlins' position that if a SAR violation could not be supported based on the available

information derived from the 2012 exam, then the SAR violation should be deleted.

When CMSA Wong read Rawlins' email, he replied "[w]e can call the bank to get account activity

or take out the violation." (R. Exh. 75.) He also
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On the same day, March 1, 2013, CM Mark Pinkard phoned Alan Chi asking questions

After reviewing the documents provided by Alan Chi, CMSA Wong concluded that the

information supported a finding

He also concluded that a formal enforcement action not only was warranted,

but in fact was mandated by section 8(s) of the Act. 12 U.S.C. § 1818(s). (Tr. 522-525.) Finally, it was

Wong, and not Rawlins, who authored the section of the final ROE that explained the basis for the SAR

violation. (Tr. 399.)

8. BSA Examination Findings and Responses

On or about March 8, 2013, the FDIC issued the 2012 ROE. Certain aspects of the Bank's BSA

compliance program were deemed adequate without comment, to wit: customer information profile (CIP);

Office of Foreign Asset Control (OFAC); currency transaction reporting (CTR); and information sharing

as required by section 314. (Tr. 262- 263.) However, several other components of the Bank's BSA/AML

compliance program were deemed inadequate for the following reasons:

The BSA/AML compliance program is inadequate for the bank's high risk profile

and does not provide sufficient controls for on-going compliance. The weaknesses in the

program are severe and include: an inadequate system of internal controls, including, but

not limited to, absence of documented customer due diligence and enhanced due diligence,

33 It would appear from Wong's reaction that he had reached a conclusion on the SAR and was now seeking information to

support that conclusion.
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and an inadequate system to detect suspicious activity; an inadequate BSA/AML audit by

an auditor who is also a consultant for the bank; an unqualified BSA officer; and an
inadequate training program. The Board elected SCO Alan Chi as BSA administrator in

January 2012, without regard for his lack of knowledge, experience, training, and the time

necessary for proper supervision of the program. In addition, management failed to
implement examiner recommendations from previous examinations. Due to the severity of

the weaknesses, five apparent violations of Section 326.8 (BSA Compliance), including

the entire program and all four program pillars, are cited. Examiners are also citing two

apparent violations of Part 353 (Suspicious Activity Reports) for failure to file suspicious

activity reports (SARs). The Board must take immediate action to correct the BSA
weaknesses identified in this Report. Refer to the Bank Secrecy Act Assessment pages as

well as the Violations of Laws and Regulations pages for further detail.

(Jt. Exh. 1/14.)

On this basis, the FDIC asked the Bank to sign a BSA Consent Order. (Tr. 529; FDIC Ems. 51.)

The Respondent opposed entering into a consent order. In its response, dated Apri126, 2013, it

pointed out several ways in which it already had sought to comply with the 2012 ROE, to wit:

1. Appointed a new BSA Administrator and a backup BSA Administrator.
Both have already attended BSA coursework and are enrolled in the
Independent Community Bankers of America BSA certification training
program.

2. Contracted with core IT provider Jack Henry to install more than 50 new
transaction codes. These transaction codes allow for the count and
categorization of customer deposit transactions to form the basis for an
automated and updated Customer Due Diligence (CDD) program. The
count and categorization of transactions are inputs into an algorithm
that quantitatively compares actual to expected values and based on a
numerical score flags certain accounts as "High Risk" for BSA purposes.

3. Designed an Enhanced Due Diligence (EDD) work program that is able to
compare the FDIC recommended 6-12 months worth of customer transactions
thereby allowing a view of long term patterns and highlight any deviations
from the customer average.

4. Designed a program to track subpoenas and ensure that customers whose
information is being subpoenaed by law enforcement are being tracked by EDD.

5. Performed training for all staff to understand the BSA program in general , in
addition, three staff have been trained [on] how to specifically review the CDD

and EDD information.
6. AuditOne BSA review to be completed by the end of May 2013.

(FDIC Exh. 68/3.)

It further stated "[w]e believe that the 2012 ROE made some good recommendations regarding

management (such as in BSA) that have already been implemented in the January 2013 Board Meeting.
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We keep an open mind, and welcome all constructive recommendations. In light of the prompt corrective

action especially towards BSA, as well as many of the recommendation of the 2012 ROE (see details), we

request a FDIC checkup to occur in the latter half of 2013 to review the corrective action, and that no

MOU or Consent Order be enforced." (FDIC Exh. 68/4.) In essence, three findings were disputed by the

Bank: (1) the independent testing by Joan Vivaldo; (2) whether Alan Chi erred by not filing two SARs;
34

and (3) whether the Bank failed to satisfy the recommendations of the 2010 ROE. (FDIC Exh.68/16 -18,

20-21, 22-23.)

III. Analysis and Findings

A. Section 8(b)

12 U.S.C. § 1818(b)(1) provides, in pertinent part:

If, in the opinion of the appropriate Federal banking agency, any
insured depository institution, [or] depository institution which has
insured deposits, ... is violating or has violated, ... or is about to
violate, a law, rule, or regulation, ... the agency may issue and serve

upon the depository institution ... a notice of charges ... [and] if upon the

record made at any ... hearing, the agency shall find that any violation .. .
has been established, the agency may issue and serve upon the depository
institution ... an order to cease-and-desist from any such violation....

See also, In the Matter of First Bank of.Iacksonville ("Jacksonville ), Jacksonville, Florida,

FDIC-96-155b, FDIC Enf. Dec. 5248, 1998 WL 363852 (1998), aff'd, First Bank ofJacksonville v.

FDIC, 180 Fad 269 (1 lth Cir. 1999) (affirmed without panel).

B. The Bank Secrecy Act

The Bank Secrecy Act ("BSA") establishes the recordkeeping and reporting requirements for

private individuals, banks, and other financial institutions.35 It is designed to help identify the source,

volume and movement of currency and other monetary instruments that are transported or transmitted into

34

35
`l'he Currency and Foreign Transactions Reporting Act ("Bank Secrecy Act") 31 U.S.C. § 5311 et seq., 12 U.S.C. § 1829b,

and 1951-1959.
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or out of the United States or deposited in financial institutions. The statute requires individuals, banks

and other financial institutions to file currency reports with the U.S. Department of the Treasury, properly

identify persons conducting transactions, and maintain a paper trail by keeping appropriate records of

financial transactions. These records enable law enforcement and regulatory agencies to pursue

investigations of criminal, tax and regulatory violations, if warranted, and provide evidence useful in

prosecuting money laundering and other financial crimes.36 (FDIC Exh. 103/8.)

C. Section 8(s)

Section 8(s) of the Federal Deposit Insurance Act ("FDIA")37 directs the FDIC, the Board of

Governors of the Federal Reserve System ("FRB") and the Office of the Comptroller of the Currency

("OCC) to: (1) prescribe regulations requiring each insured bank to establish and maintain procedures

reasonably designed to assure and monitor the institution's compliance with the requirements of the BSA;

(2) review as part of its examination the bank's BSA compliance program; (3) describe in a report of

examination any problem with a bank's BSA compliance program; and (4) state in that report whether a

bank has failed to correct any problem with its BSA compliance program that was previously brought to

its attention.38 In the event a bank fails to correct any problem with its BSA compliance that was

previously brought to its attention, Section 8(s) directs the respective agency to issue a cease and desist

order against the bank.39

36 In 2001, the BSA framework was augmented by the Uniting and Strengthening America by Providing Appropriate Tools

Required to Intercept and Obstruct Terrorism Act of 2001 ("USA PATRIOT ACT") which, among other things, strengthened

customer identification procedures; prohibited financial institutions from engaging in business with foreign shell banks;

required financial institutions to have due diligence procedures and, in some cases, enhanced due diligence (EDD) procedures;

and improved information sharing between financial institutions and the U.S. government. Pub. L. No. 107-56 (2001) (codified

in various titles and sections of the U.S. Code, including 12 U.S.C. §§ 1813, 1828, 1829b, 1842, 1953, 248, 3101, 3412, 3414

& 3420, & 31 U.S.C. §§ 1304, 5311, 5312, 5313, 5314, 5317, 5318, 5319, 5321, 5322, 5324, 5326, 5330 & 5341 Chapters 3 &

53). See specifically, 31 U.S.C. §§ 5318 (g) and (h).
3712 U.S.C. § 1818 (s).
38 The same requirements are imposed upon the National Credit Union Administration by section 206(q) of the Federal Credit

Union Act ("FCUA"). 12 U.S.C. § 1786 (~.
39 i2 u.s.c. § igis (S)(3)(B>.
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D. The FDIC's BSA/AML Regulations

1. 12 C.F.R. §§ 326.8 (a) — (c)

Sections 326.8(a) — (c) of the FDIC's regulations ensure that all insured nonmember banks

"establish and maintain procedures reasonably designed to assure and monitor their compliance with the

requirements of the BSA and its implementing regulations.40 12 C.F.R. § 326.8(a).

Specifically, section 326.8(b) and (c) state:

(b) Compliance procedures—(1) Program requirement. Each bank shall develop and
provide for the continued administration of a program reasonably designed to assure

and monitor compliance with recordkeeping and reporting requirements set forth in
subchapter II of chapter 53 of title 31, United States Code, and the implementing
regulations issued by the Department of Treasury at 31 CFR Chapter X. The
compliance program shall be written, approved by the bank's board of directors, and
noted in the minutes.

(c) Contents of compliance program. The compliance program shall, at a minimum:
(1) Provide for a system of internal controls to assure ongoing compliance;
(2) Provide for independent testing for compliance to be conducted by bank personnel

or by an outside party;
(3) Designate an individual or individuals responsible for coordinating and monitoring
day-to-day compliance; and
(4) Provide training for appropriate personnel.

12 C.F.R. § 326.8(b)(1) & (c).

In 2007, the FDIC issued a Financial Institution Letter, FIL-71-2007, to all federal financial

institutions announcing that the federal banking agencies had released an Interagency Statement on

Enforcement of BSA/AML Requirements. The Letter, among other things, explained the FDIC's current

practices of enforcement regarding BSA/AML compliance in an effort to complement the guidance

provided in the expansive Federal Financial Institutions Examination Council's BSA/AML Examination

Manual ("FFIEC Manual"). (FDIC Exhs. 107/3.)

ao ~e other federal banking agencies have issued similar regulations requiring banks to develop and maintain programs for

BSA compliance. 12 C.F.R §§ 21.21(OCC); 208.63 (FRB); 748.2 (NCUA).
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2. 12 C.F.R. §§ 353.1 - 353.3

Sections 353.1 — 353.3 of the FDIC's Rules and Regulations require an insured state nonmember

banks to file a SAR whenever it suspects "a known or suspected criminal violation of federal law or a

suspicious transaction related to a money laundering activity or a violation of the Bank Secrecy Act." 12

C.F.R. § 353.1— 353.3.

Of particular relevance to this case, section 353.3(a)(4) in pertinent part states:

§ 353.3 Reports and records.

(a) Suspicious activity reports required. A bank shall file a suspicious activity report with
the appropriate federal law enforcement agencies and the Department of the Treasury,
in accordance with the form's instructions, by sending a completed suspicious activity
report to FinCEN in the following circumstances:

(4) Transactions aggregating $5, 000 or more that involve potential money
laundering or violations of the Bank Secrecy Act. Any transaction (which for
purposes of this paragraph (a)(4) means a deposit, withdrawal, transfer between
accounts, exchange of currency, loan, extension of credit, purchase or sale of any
stock, bond, certificate of deposit, or other monetary instrument or investment
security, or any other payment, transfer, or delivery by, through, or to a financial
institution, by whatever means effected) conducted or attempted by, at or through the
bank and involving or aggregating $5,000 or more in funds or other assets, if the
bank knows, suspects, or has reason to suspect that:

(i) The transaction involves funds derived from illegal activities or is intended
or conducted in order to hide or disguise funds or assets derived from illegal
activities (including, without limitation, the ownership, nature, source,
location, or control of such funds or assets) as part of a plan to violate or
evade any federal law or regulation or to avoid any transaction reporting
requirement under federal law;

... or

(iii) The transaction has no business or apparent lawful purpose or is not the sort
of transaction in which the particular customer would normally be expected
to engage, and the bank knows of no reasonable explanation for the
transaction after examining the available facts, including the background
and possible purpose of the transaction.

E. The FFIEC Manual

The 439 page FFIEC Manual is a uniformly recognized "authority" on BSA policies, procedures

and processes. (Tr. 433, 1039; FDIC Exh. 103.) It provides guidance on identifying and controlling risk's
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associated with money laundering and terrorist financing. It contains an overview of BSA/AML

compliance program requirements, BSA/AML risks and risk management expectations, industry sound

practices, and examination procedures. (FDIC Exh. 103/6.) It is structured to allow examiners to tailor the

BSA/AML examination scope and procedures to the specific risk profile of the particular bank.

The core and expanded overview sections provide narrative guidance and background information

on each topic. Each section serves as a platform for the BSA/AML examination and, for the most part,

addresses the legal and regulatory requirements of the BSA/AML compliance program. (FDIC Exh.

103/7.) The undisputed evidence shows that in the instant case the FFIEC Manual was heavily relied upon

by the Bank's Consultant, Joan Vivaldo, as well as the FDIC examiners. It is also repeatedly referenced in

the Bank's BSA Policy Manual as an authoritative resource and there were several copies of the Manual

distributed throughout the Bank's premises.41 (Tr. 433, 1039; R. Exh. 10/38.)

Notably, the FFIEC Manual provides guidance on suspicious activity reporting,

According to the

FFIEC Manual, every bank, regardless of its size, should have an effective suspicious activity monitoring

and reporting system involving four components: (1) identification or alert of unusual activity,

(2) managing alerts; (3) SAR decision making; and (4) SAR

completion and filing. (FDIC Ems. 103/69-70.)

41 In Financial Institution Letter 17-2010, dated Apri129, 2010, the FDIC announced the release of the 2010 version of the

FFIEC Manual. (FDIC Ems. 109.) The revised manual reflected the ongoing commitment of federal and state banking agencies

to provide current and consistent guidance on risk-based policies, procedures, and processes for banks to comply with the BSA

and safeguard operations from money laundering and terrorist financing. It further clarified supervisory expectations
subsequent to the 2007 update based upon feedback from the banking industry and examination staff. On the same date, an
Interagency Transmittal Letter was issued by all federal banking regulatars highlighting the updates in the revised 2010 FFIEC
Manual. (FDIC Ems. 110.)
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The bank should determine whether a SAR ~h~nlcl he filed ha~ecl nn all customer
information available.

(FDIC Exh. 103/70-71 (emphasis added).)

The FFIEC Manual also lists the type of activity that might be suspicious or a "red flag" indicative of

money laundering or terrorist financing. (FDIC Exh. 103/350-62.)

33



F. The Bank's BSA Policy Manual

In January 2012, the Bank issued a revised ̀ Bank Secrecy Act/Anti-Money Laundering Program

Risk:Assessment" manual (`Bank BSA Policy Manual"). (FDIC Exh. 7/l, R. Exh. 10/1, FDIC Exh. 34/7.)

It is a comprehensive manual which, among other things, explains the background and purpose of the

BSA, acknowledges that it is the Bank's responsibility to establish and maintain procedures to assure and

monitor compliance with the reporting and recordkeeping requirements of the BSA/AML regulations

(including, but not limited to, internal controls and independent testing), delineates the responsibilities of

the Bank's BSA Administrator, describes its overlapping systems to monitor suspicious activity, identifies

examples of high-risk accounts, and specifically includes as Exhibit D, the FFIEC Manual's Appendix F:

Money Laundering and Terrorist Financing "Red Flags," which describes examples of potentially

suspicious activities for Bank officers, directors, managers and staff. (R. Exh. 10/66-76.)

Several parts of the Bank BSA Policy Manual are of notable interest to this case. For example,

Part I of the manual acknowledges that the ̀ Bank's Inherent Risk Assessment of BSA/AML is HIGH

because the Bank is in both a High Intensity Drug Trafficking Area and a High Intensity Financial Crime

Area." (R. Exh. 10/4 and 11.) It further states that "[b]ecause of strong controls, the aggregate risk from

activity is Moderate. Please see the matrix in Exhibit A delineating and rating risk by Indicator and

comments." (Id.) (Emphasis added.) The attached Exhibit A, however, is the new self-assessment risk

form — ̀ BSA/AML/OFAC Risk Assessment" created by Alan Chi, which resulted in a "low," rather than

a "moderate" self-assessed risk rating for the Bank. (FDIC Exh. 5/632-633.) There is no evidence

showing that this inconsistency was detected by the Bank Board or brought to its attention. Nor does the
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evidence show that the ch_ anges made by Alan Chi which resulted in the "new self-assessment risk form"

were ever specifically discussed with the Bank Board and/or approved by it.

Part II of the Bank's BSA Policy Manual discusses, among other things, the risk rating of new

accounts (deposit and loan accounts) and in particular "High Risk" accounts. (R. Exh. 10/5.) It states, in

pertinent part:

For new accounts, please see the new account form "Risk Assessment" for
the methodology of establishing risk for new accounts. If an account changes
in some way, such as account title or signers, a regrading is required. Regrading
is also required if unusual activity or activity inconsistent with the stated nature
of the account or stated anticipated activity is detected. The reason for the regarding
will be documented in the account documentation/legal file. All regradings will be
approved by the BSA Administrator.

(Id. )

Part III also emphasizes that the Bank is committed to complying with the regulatory requirements

for CIP and CDD by, among other things, using a New Account Application form for personal and

business accounts, a signature card, and a Risk Assessment form for all deposit accounts that rates the

customer's risk from Low to High, i.e., from 1 to 3. (R. Exh. 10/28.) For business deposit accounts, it

states that "[a]ll documents pertaining to the new [deposit] account will be filed in a file for that account.

If there is a loan file for the depositors, the documents will coded from the loan file. For depositors

opening deposits accounts after loan accounts have been established, [the Bank's] account officers will

provide information about the business operations, management, sales volume, territory, suppliers, etc."

(R. Exh. 10/29 (emphasis added).)

In addition, Part III of the manual in pertinent part states that the Bank "will designate a bank

officer with appropriate qualifications and experience as the BSA Administrator." (R. Exh. 10/8.) Among

the many responsibilities assigned to the Bank BSA Administrator is the duty to "[p]repare and submit

Suspicious Activity Reports to the SAR Committee as appropriate ... [and] [m]aintain Suspicious Activity

`no File' files." (R. Exh. 10/8-9.) It further states:

SAR Filin~Requirements:
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Finally, the Bank's BSA Policy requires that an account be re-graded from low to medium or high risk if

the Bank receives a

ongoing monitoring. (Id. )

Upon re-grading, the account would then be subjected to additional scrutiny and

G. Alleged Violations

1. First Pillar: Inadequate System of Internal Controls

The Notice alleges, and the FDIC argues, that the Bank failed to establish an adequate system of

internal controls consisting of effective policies, procedures, and processes to ensure ongoing BSA

compliance in violation of section 326.8(c)(1). 12 C.F.R. § 326.8(c)(1). Specifically, the FDIC asserts that

the Bank failed, among other things: (1) to conduct and document adequate customer due diligence and

enhanced due diligence in assessing the risk of illicit activities for certain customers; (2) to identify

42 
Thus_ both the FFIEC Manual and the Rank's RRA P~licv Manual require the Bank to review accnlmt acYivity for f
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certain customers as high risk at the time of opening their accounts, provide for an effective system to

monitor those accounts for suspicious activity, and to accurately assess its own risk profile; and (3) to

implement sufficient controls and monitoring systems to identify and report suspicious activity, including

high risk account monitoring.

a. Failure to Collect and Document Adequate CDD and EDD

The unrebutted evidence shows that 16 of the 24 deposit account files reviewed by Rawlins were

missing one or more types of CDD/EDD information, contained incorrect information, and/or were

improperly risk rated. (Tr. 83; FDIC Exhs. 10-26.) Eight of the 16 deposit account files were missing

information regarding the source of funds. Three failed to disclose the purpose of the account. Four were

missing information regarding expected activity and eight had account activity that was significantly

higher than what was expected by the Bank when the deposit account was opened. (FDIC Exh. 10/1-3, 11,

16, 20.) Eleven had incorrect, vague or missing information concerning the customer's business type.

(Tr. 98-99, 102, 103-04, 107, 109, 111, 113-14, 116-18; FDIC Exhs. 10, 11/l, 12/l, 13/3, 15/3, 16/1, 19/l,

20/2, 21/3, 23/3, 24/7, 25/1, 27/12.)

The evidence also shows that at least eight deposit accounts reviewed by Rawlins were for

import/export businesses, i.e.; high risk activities.43 (Tr. 134, 436-444.) Of those, at least two businesses

also had trade financing letters of credit which alone are considered "high risk" because letters of credit

can be used by money launderers to move money across borders. Four of these businesses opened deposit

accounts in 2012 under Alan Chi's watch. Yet, only one, Colinda International, was rated "high risk." (Tr.

128-129, 133-135, 137.) The other three high risk businesses that opened deposit accounts in 2012 had no

risk rating: Wantech International Corp.; Dynasty Customs Broker, Inc.; and Javier Pimenta. Another

high risk business that opened a deposit account in 2012, a gas station, was rated "low risk." There is no

a3 In its post-hearing brief at page 33, the FDIC alternately claims that 9 or 10 of the 24 businesses were involved in import-

export businesses. However, in the accompanying footnote, it identifies only 8 such businesses. (FDIC Br. p. 33, n.24.)

Additionally, in the chart appended to the Notice of Charges, Rawlins identified ̀ Bank Customers 3, 5, 6, 7, 8, 9, 11, and 13"

as import-export businesses. (FDIC Ems. 27/12, n1.) Thus, on balance, it is safe to say that "at least 8" of the 24 deposit

accounts reviewed were involved in import-export businesses.
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evidence that any of these deposit accounts were monitored for at least six months and/or were subject to

enhanced due diligence.

Without complete and/or correct CDD/EDD, the Bank could not properly monitor the customer's

deposit account for suspicious activity. Absent an accurate estimate of the expected activity, for example,

the Bank lacked a baseline against which to measure the actual activity to determine whether it was

suspicious. (Tr. 1135-1136.) Without the requisite CDD/EDD, the Bank could not properly risk rate the

customer account.

In addition, the failure to collect, document and monitor these deposit accounts contravened the

2010 ROE recommendations, as well as the Bank's BSA Policy Manual. In the 2010 ROE, the Bank was

directed to "designate new customers with high levels of activity (such as gas stations) as high risk for at

least six months and perform required enhanced due diligence." (FDIC Exh. 136/11.) The Bank's BSA

Policy Manual states:

20. Every High-Risk account, every account with an opening amount of
$10,000 or more (excluding time deposits, accounts opened with loan
proceeds, escrow accounts and accounts referred by officers), and every
ar.cn~int mi~sin~ inf~rmati~n will he placed on the High-Risk List and

for f~i!
activity, volume and services used are consistent with the anticipated
activity, volume and services projected by the account holder and consistent
with the nature of the business as reported by the depositor.

(R. Exh. 10/31 (emphasis added).)

There is no question that Alan Chi knew, or should have known, that the Bank was not collecting

and documenting CDD/EDD, that it was not monitoring the deposit accounts for suspicious activity, and

that it was not properly risk rating the customer accounts. The unrebutted evidence shows that when

Rawlins asked Alan Chi if the Bank had monitored and aggregated the deposit account information for the

high-risk Colinda International account, he told her that the Bank did not aggregate any account activity

for any period of time to establish patterns. (Tr. 167.) The evidence also shows that soon after he became

Acting BSA Officer in 2011, Vivaldo told Alan Chi that she had identified three new deposit accounts
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that were not properly identified as "high" risk accounts. (Tr. 1135-1136.) She also told him that his

modified customer risk rating form would not withstand scrutiny of the FDIC.

The Bank does not dispute that CDD/EDD information was missing from its customer deposit

account files. (R. Prop. FOF ¶¶ 60, 65, 67, 69 and 73.) Rather, it attempts to side-step the issue by arguing

that the FDIC has a "fixation on the documentation in one form." (R. Reply Br., p. 11.) However, that

"one form" is required by the Bank's BSA Policy Manual, and it is undisputed that it was missing from

several deposit account files. Moreover, even Alan Chi conceded that the "high" risk deposit account files

"could have been better documented" and the Bank's risk assessment forms "needed some improvement."

(Tr. 696-97.)

The Bank also argues that through his involvement with the lending process, Alan Chi was

"familiar" with each of the 16 customers whose deposit accounts were missing CDD/EDD and therefore

he knew the customers and understood the risks, if any, associated with their deposit accounts. The

argument is unpersuasive for two reasons.

First, the evidence shows that much of Alan Chi's knowledge of the Bank's customers was stored

"in his head." (Tr. 898, 980, 1029.) It is neither practical nor prudent for a bank to premise its business on

knowledge stored in one individual's memory. This is particularly true when the statute, regulations and

the Bank's Policy Manual require CDD/EDD to be properly documented so that Board members, other

members of bank staff and bank management, inside and outside auditors, bank examiners, and law

enforcement agencies can access and review it.

Second, relying on one's memory, is contrary to the generally accepted industry practice - as

demonstrated by the testimony of Rawlins and Vivaldo, as well as the FFIEC Manual, and the Bank's

BSA Policy Manual -which requires a BSA Officer to conduct and document an individualized, fact-

based assessment of the risk level of the account at account opening for BSA purposes. (Tr. 88-90, 107,

145-46, 312-13, 979-81; FDIC Exh. 103/25-28; R. Exh. 10/5.) The preponderance of the evidence viewed

as a whole reflects that this was not done.
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The Bank also argues that Rawlins and Forgang could—and should—have reviewed the loan files

of the 16 customers for which CDD/EDD information was missing, incomplete and/or incorrect. At the

hearing the Respondent submitted, over the FDIC's objection, 16 exhibits reflecting 16 combined

customer deposit account/loan files that Alan Chi prepared specifically for the hearing. (Tr. 313-318, 702-

709, 721; R. Exh. 94-109.) Much of Alan Chi's testimony regarding the 16 combined files was dedicated

to demonstrating that some—but not all—of the missing information was located in the loan files. The

Bank's argument pertaining to these loan files likewise fails for several reasons.

First, Alan Chi knew, or should have known, the nature of the information and the type of file that

the examiners wanted to review. The evidence shows that at the outset Rawlins requested in writing "all

account opening documentation, including CIP, CDD, EDD and any reviews that have been performed on

the accounts." (Tr. 64-66, 81-82, 299, 301-02, 307-08, 705-06, 709; FDIC Exh. 8.) According to her

unrebutted testimony, she and Forgang also explained to Alan Chi what they were looking for. (Tr. 82.) It

is no coincidence, therefore, that the 24 files that she was given to review were "deposit account" files and

not "loan files."

Second, the Bank's BSA Policy Manual requires the Bank staff —not the FDIC examiners - to

ensure that the Bank's deposit account files are complete and up to date. Specifically, it states: "All

documents pertaining to the new [deposit] account will be filed in a file for that account. If there is a loan

file for the depositors, the documents will be copied from the loan file." (R. Exh. 10/29.) There is no

evidence or argument that the Bank staff copied any loan documents to the deposit account files or that

those files were updated with BSA-related information from the loan files. To the contrary, Respondent

concedes that it did not follow this policy, explaining: "Rather than updating the documentation in the

account opening files, the Bank updated the documentation in the loan files every time the Bank's

customer received or renewed a letter of credit or a loan." (R. Br., p. 12-13.) In its Reply Brief, the Bank

attempts to shift the responsibility for its failure to comply with this section of its own BSA Policy

Manual by arguing that in the 2010 ROE, the FDIC failed to "indicate that documentation regarding the
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depositors located in the loan files needs to be incorporated in the account opening files." (R. Reply Br.,

p. 9.) The suggestion that Alan Chi and other Bank staff are not required to follow their own BSA Policy

Manual unless the FDIC specifically instructs them to do so is unavailing.

Third, the undisputed evidence shows that neither Alan Chi nor anyone else at the Bank actually

gave Rawlins or Forgang any loan files to review, or any documents from the Bank's loan files or any

files other than the 24 deposit account files.44 (Tr. 82, 705.) Rather, in response to a leading question from

Respondent's counsel, Alan Chi testified that unspecified loan files with documentation as it existed in

December 2012 were "made available" to the FDIC examiners. (Tr. 705.) When asked to explain what he

meant by was "made available," Alan Chi stated, "If the FDIC examiners were aware of them and if they

asked for it, it would be provided." 45 (Id.) However, there is no evidence that Rawlins or Forgang were

made aware that there were corresponding loan files containing the missing BSA information for the 16

customers. Rawlins credibly testified that Alan Chi did not specifically tell her or Forgang that there were

loan files that contained BSA-related information. (Tr. 81-82.) The only testimony by Alan Chi on this

subject comes in response to an ambiguous leading question from Respondent's counsel, to wit:

Q. Mr. Chi, did you tell Ms. Rawlins that there were documents relating to
these depositors that she had questions about the loan files?

A. Yes.

(Tr. 707.)

The sum and substance of Alan Chi's sparse testimony casts doubt on what, if anything, he actually told

Rawlins and Forgang about the 16 customer loan files. Stated otherwise, given the Bank's reliance on its

"loan file" argument, one would expect Alan Chi to delineate when, where, and what exactly he told

'~ It is disconcerting that Alan Chi took the time and made the effort to combine these 16 files for purposes of the hearing, but

made no attempt during the exam to give Rawlins or Forgang a single loan file which purportedly contained CDD/EDD

information.
45 Alan Chi also added that to the best of his knowledge the FDIC examiners reviewed probably close to half the Bank's loan

portfolio which consisted of more than 2001oan files. (Tr. 601, 705.) There is no evidence in the record, however, showing that

any of the loan files for the 16 customers whose deposit account files had missing/incomplete/incorrect CDD/EDD information

were among the 200 or so loan files that were "made available" for review to the other FDIC examiners during the 2012

examination.
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Rawlins and Forgang about a purported connection between the 16 customer deposit account files with

missing, incomplete and/or incorrect CDD/EDD information and the information in their counterpart loan

files.

If anything, a careful review of evidence concerning the 16 combined deposit/loan files prepared

by Alan Chi specifically for the hearing: corroborates Rawlins' testimony that there was missing,

incomplete and/or incorrect CDD/EDD information in the 16 customer deposit account files; confirms

that the Bank did not comply with its own BSA Policy Manual or the 2010 ROE BSA findings; highlights

that several of these customers were import/export businesses with letters of credits which would place

them in a "high" risk category; and underscores that despite the high risk nature of these businesses, their

customer risk ratings on the risk assessment forms as modified by Alan Chi, placed them in a "low" risk

category in contravention of the 2010 ROE BSA findings. (Tr. 704-792; R. Ems. 94-109)

Based on the evidence viewed as a whole, I find that the Bank failed to collect, document and

update important BSA information in its deposit account files, failed to properly risk rate these deposit

accounts and failed to properly monitor these accounts for suspicious activity for a minimum of six

months. I further find that in doing so the Bank contravened the BSA, applicable regulatory requirements,

the 2010 ROE BSA findings, and its own BSA Policy Manual.
46

b. Lack of Documented BSA Site Visits

The Notice also alleges, and the FDIC asserts, that the Bank failed to perform documented BSA

site visits. Rawlins opined that as a part of enhanced due diligence, the Bank was required to site visit its

customers to visually determine whether the customer's business operation comports with the BSA

information in its deposit account file. (Tr. 148.) Although she expected the BSA site visits to be

documented in the deposit account files, the undisputed evidence shows that none of the 24 deposit

account files that she reviewed contained any documentation showing that a BSA site visit had occurred.

a6 It should be emphasized again that in the event a bank fails to correct any problem with its BSA compliance that was
previously brought to its attention, section 8(s) of the FDIA directs the respective agency to issue a cease and desist order
against the bank. 12 U.S.C. § 1818(s).
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(Tr. 149.) Moreover, at no time during the examination did anyone at the Bank provide her with

documentation regarding BSA site visits undertaken by the Bank. (Tr. 152.)

The Bank does not dispute that the deposit account files did not contain any BSA site visit

documentation or that no documentation of BSA site visits was provided to Rawlins during the

examination. Rather, it argues that Alan Chi occasionally visited customers on site, and that some of those

site visits were documented in the loan files. At the hearing, Alan Chi pointed to documented site visits in

four of the Bank's loan files, to wit: Metamining (Tr. 739-741; R. Exh. 97/100), USA Metals (Tr.746-

747; R. Ems. 98/88), Wantech (Tr. 751-752; R. Ems. 99/71), and M&S Central Warehouse (Tr. 785-786;

R. Exh. 108/52).47 The evidence shows:

October 10, 2011 -Alan Chi and his father, Richard Chi, visited the Metamining office in

connection with a pending commercial credit application. (Tr. 737-739.) It further discloses that a

company official discussed with them the cash flow sufficiency of the certain mines. When Alan Chi was

asked at the hearing what he remembered about the site visit, he recalled "several people working in the

office ... a large map — I think mountains near —heading down from Virginia ... maps of Oklahoma and

all sorts of big, thick geological reports there." (Tr. 740.) However, he failed to explain how this site visit

related to BSA compliance.

October 14, 2010 -Alan Chi and Richard Chi visited USA Metal LLC where they met with the

husband and wife owners of the company to discuss and review fire damage to a warehouse. The evidence

further shows that in the course of that visit, which culminated in dinner at "Peony's," the Messrs. Chi

encouraged their customers to reconcile their marital difficulties, and discussed with them how their

assets could be divided, in the event of a divorce. (Tr. 746-748; R. Ems. 98/88.) Again, Alan Chi failed to

explain how this visit related to BSA compliance.

47 Alan Chi also referenced at least one other site visit for which there was no documentation. (Tr. 897-899.) In an effort to

explain away the omission, he testified that the "documentation" was "in [his] head, as well as the other officers that went with

[him]." (Tr. 898.) But even Vivaldo, the Bank's consultant, expressed'frustration with Alan Chi's failure to document his site

visits, explaining that she frequently has to "drag the information out of [his] head." (Tr. 1029-30.)
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August 13, 2009 -Alan Chi visited Wantech's warehouse in order to get a feel for its daily

operations. (R. Exh. 99/71.) He observed that the warehouse is "very carefully operated so that Wantech

is always well supplied with high quality goods ... [and that] it is more of a trafficking warehouse with

goods going in and out as opposed to a hoarding warehouse where a large shipment comes in and trickles

out." Id. His "overall impression of Wantech's facilities and management are strong and stable." Instead

of asking Alan Chi to explain how that visit related to BSA compliance, Respondent's counsel had him

fast forward to page 106 of the loan file to review four pages of "Aged Receivables As of Sep 30, 2012."

Upon doing so, Alan Chi stated that this information helped him to confirm the source of funds that might

run through Wantech's deposit account because he would expect to see checks from these customers. (Tr.

755.) His answer, however, does not explain how reviewing Wantech's balance sheet for a credit renewal

in September 2012, relates to a warehouse visit in August 2009, which occurred three years before he

became the Bank's BSA Officer. In fact, with the exception of the Metamining visit in 2011, the two

other visits which the Bank chose to illustrate BSA site visit compliance, took place long before Alan Chi

became "Acting" BSA Officer, during a time when his sole responsibility was the Bank's Senior Credit

Officer.

The only site visit referenced in the record after Alan Chi officially became the Bank's BSA

Officer occurred on May 11, 2012, when he visited M&S Central Warehouse. Although Alan Chi relates

in detail what he learned about the warehouse operations, the evidence discloses that the visit was

prompted by a loan application from a new customer, and not by the fact that the new customer opened a

deposit account.

Moreover, there is no evidence of a follow up site visit of any kind to any of these four businesses.

Rather, Alan Chi conceded that after making an initial visit, the Bank does not necessarily perform repeat



site visits. (Tr. 786-788.) Nor did the Bank point to any a site visit of any kind in connection to the other

12 deposit account customers.48

Based on the evidence viewed as a whole, I find that the Bank failed to perform documented BSA

site visits.

c. Failure to Comply With Other 2010 ROE BSA Recommendations

(1) Failure to Monitor and Aggregate Activity in High Risk Accounts

The 2010 ROE also directed the Bank to "monitor and analyze aggregate activity over three

months or more to establish patterns of activity." The Bank admits that it did not implement this directive.

(R. Reply Br., p. 10.) The undisputed evidence shows that the Bank did not monitor high-risk accounts

over any period of time. (Tr 167, 620.) Nor did it perform any documented trend analysis on its customer

accounts. (Tr. 1072.) Rather, Alan Chi and Bank staff reviewed batch reports on a daily basis. (Tr. 620,

1072.) While Rawlins acknowledged that the daily review of account activity was important, she opined

that it alone was inadequate because it failed to provide a longitudinal review that would help determine

whether the customer's actual activity, volume, services and nature of business were consistent with the

expected activity, volume, services, and nature of business as reported by the account holder at the time

the account was opened. (Tr, 137, 167-169, 1072.) Rawlins opined that looking at each account each day

is not the same as aggregating results to look for trends, patterns or significant changes in activity. (Tr.

167-68.)

Rawlins also opined that the failure to aggregate activity precluded the Bank from detecting

anomalies which might necessitate the filing of a SAR. (Tr. 167-169.) Alan Chi admitted on cross-

examination that he had never filed a SAR as the result of his identification of suspicious activity during

48 Rawlins' testified that the M&S Central Warehouse visit, as well as the other three visits, were conducted solely for credit

administration purposes, and that they differed in purpose and perspective from a BSA site visit. (Tr. 150-152, 752-753, 787.)

Alan Chi disagreed. He testified , "[t]here's no reason to be asking two sets of questions, thinking two separate way for

something that should be considered aggregate." (Tr. 753.) While it is unnecessary to conclude that a BSA and a loan

administration site visit can never be made at the same time or by the same person, the absence of any documented BSA site

visit in either file (deposit or loan) speaks for itself. The failure of the Bank to document BSA site visits is consistent with its

overall failure to establish an adequate system of internal controls.
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review of the daily batch reports. (Tr. 882-83.) Nor had there ever been an instance, as a result of his

review of the daily batch reports, where he determined that there might be suspicious activity, but decided

not to file a SAR. (Id.)

Respondent nevertheless argues that "the FDIC failed to present any evidence indicating that a

change in the nature of the activity affecting a customer's account over the course of time was somehow

missed by the Bank." (R. Br., p. 14.) To the contrary, the evidence shows that the Bank failed to properly

review a deposit account file for

This is precisely the sort of information that the Bank would have

gleaned by reviewing aggregate activity over time as opposed to simply reviewing daily batch reports.

Thus, based on the evidence viewed as a whole, I find that the Bank failed to monitor and

aggregate activity in high risk accounts in accordance with the 2010 ROE BSA findings.

(2) Improper Self-Assessed Risk Rating

The Bank has an overall BSA/AML/OFAC Risk Assessment form that it used to self-assess or

self-score its own BSA risk. (Tr. 170-171.) According to Rawlins, the purpose of the Bank's Risk

Assessment form is to identify areas of higher BSA risk within the Bank given its geographic location,

customer base, services and products offered in order to determine the level of resources required to

mitigate these risks to the Bank. (Tr. 171-172.) It is not gainsaid that the Bank's customer profile has

many BSA "high" risk characteristics, including, but not limited to several import-export customers,
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including some with trade financing letters of credit; numerous non-resident alien accounts; and

significant international activity, including international wires and high volume activity. (Tr. 173.)

In the 2010 ROE, the Bank was also directed to "[i]ncrease the risk rating for the customer base to

medium or high risk in order to account for the high number of nonresident aliens and high risk business

customers." (FDIC Ems. 136/12.) Soon after he became "acting" BSA Officer, Alan Chi altered the

Bank's risk assessment form by changing the methodology used to rate certain risk factors. As a result, as

of January 2012 the Bank rated itself "low risk," rather than "medium" or "high risk." The Bank's BSA

Consultant/Auditor, Joan Vivaldo, criticized the methodology used by Alan Chi to reach the "low" risk

rating, cautioned him that the rating was too low, and bluntly told him that her risk assessment of the

Bank was much higher. Rawlins likewise disagreed with the Bank's "low" risk self-assessment. (Tr. 172-

174.) She opined that given the Bank's overall profile, the controls in place at the Bank were insufficient

to mitigate the high risks attributable to its customer base, etc. (Tr. 173-176.)

Thus, based on the preponderance of the evidence, I find that the Bank improperly decreased,

rather than increased, its self-assessed risk as directed by the 2010 ROE BSA findings.

d. SAR Violations

(1) Failure to Document and Support a File/No File SAR Decision



Both the FFIEC Manual and the Bank's BSA Policy Manual require the Bank to review account

activity and to independently

evaluate the need to file a SAR based on the Bank's own review of those materials.49 The undisputed

evidence shows that the Bank (or Alan Chi) did not

Accordingly, by failing to properly investigate and document his review of the subject account

files, and by failing to document his decision not to file a SAR, the Bank failed to implement, maintain

and ensure an effective BSA compliance program.

49 
A~ Rank C:~nsultant Vivaldo explained.
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(2) Failure to File a SAR

The undisputed evidence also shows that the neither the Bank nor Alan Chi filed a SAR with

respect to

In preparing a draft of the 2012 ROE, Rawlins concluded that the Bank should have filed a SAR

pursuant to

50

51
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While conducting the second-level review of the 2012 ROE, CMSA Wong advised Rawlins that,

in his opinion,

Wong testified extensively regarding his review

t\ hil~ Ilic ~~artics s~~~~n~l ~icnillc~int rnrr„~ lr~ in~~ t~, r~cre,itc the c~,n~cr>~iti~~n~ hct~c~~n 11~in (_~lii ~~n~l I~;i~tilin~

during thr ~1i I ~ r~.~n~in;iti~,n. llic r~<ult h~i~ Iilll~ h~~irin~ ~,n th~~ ~,ulc„n~c ~~I~tl~i; ~~r~,~~c~1in~.
5'l
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Based on his review

He therefore revised the corresponding section of the 2012 ROE to read:

The Bank failed to file a SAR

(Jt. Exh. 1/24; FDIC Eli. 86.)

The FDIC argues that, and I agree, that had the Bank followed its own policy and conducted the

required review of _ it would have found, as the FDIC did when it reviewed

that there were enough suspicious activities and red flags to warrant the filing of a SAR

under Part 3533(a)(4)(iii). (FDIC Reply Br., p. 15.) In doing so, the Bank could have referenced only the

suspicious activity it found as anticipated

53 The Bank concedes that "Mr. Wong's analysis was not unreasonable under the circ2~m~t~nces." (R. Rr.. r. 24.1 Nonetheless,

it ar~1e~ that. in hip review_ Wnn~ failed to c~n~icler the fact

'f hail much i~ clear li~~,n~ lh~ lan~~u~i~~c ~~flh~ I~I II.~~ ~lanu~il.

k3~inl~~~ 13~;A I'~,li~~ Al,inu~il.

guidance, the Bank violated 12 Lr1Z Part s~3.

It i> ~~I<<~ rlcar from the

In failing to follow this
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by both the FFIEC Manual and the Bank's BSA Policy Manual. Thus, I fmd that the Bank have filed a

SAR

2. Second Pillar: Failure to Conduct Adequate Independent Testing

The Notice alleges that the quarterly report of the Bank's external auditor, Joan Vivaldo, failed to

identify several BSA weaknesses found during the 2012 examination; failed to evaluate the overall

adequacy and effectiveness of the Bank's BSA compliance program; and lacked sufficient information to

reach a conclusion about the overall quality of the BSA compliance programs. In further support of this

position, FDIC asserts that the Vivaldo's independence was compromised because she served in a dual

and conflicting role as a consultant to the Bank.

a. Inadequate Quarterly Review

The FDIC argues that the 2012 Quarterly Report prepared by Vivaldo was inadequate in several

respects. First, the evidence shows, and Vivaldo acknowledged, that the Quarterly Report did not contain

an overall evaluation of the adequacy and effectiveness of the Bank's BSA/AML compliance program, 
s4

(Tr. 1067-1068.) Unlike prior quarterly reviews, it also lacked the phrase "Conditions for

BSA/AML/OFAC, Flood Disaster and Reg. B are satisfactory." (Tr. 1068-1069; R. Exh. 30/1, 31/1 and

36/l.) Vivaldo testified that at some point in time she stopped doing overall evaluations on a quarterly

basis because she thought it was redundant. ((Tr. 1069-1071.) She never explained to the Bank Board or

anyone else why she changed the process. If nothing else, the omission of an overall assessment on a

quarterly basis deprived the Bank Board the opportunity to make corrections in a timely manner, 
ss

The FDIC also asserts that the 2012 Quarterly Report lacked sufficient information to enable the

examiners or other readers to reach a conclusion about the overall quality of the BSA/AML compliance

sa Vivaldds contract with the Bank specified that she would use regulatory guidance, e.g., FFIEC BSA/AML Examination

Manual, to assist in performing her quarterly reviews. (R. Ems. 26/2, Jt. Ems. 2/2.) According to the FFIEC Manual,

"independent testing" includes, among other things, an evaluation of the overall adequacy and effectiveness of the BSA/AML

compliance program and at the very least sufficient information to allow a reviewer to reach a conclusion about the overall

quality of the program. (FDIC Ems. 103 at 36.)
ss ~ lieu of quarterly evaluations, Vivaldo added an "Annual BSA et al Review" section at the end of the 2010 and 2011 fourth

quarter reviews. (R. Ems. 36/7, 27/9.) The evidence shows, however, that in December 2012, Vivaldo withdrew as the Bank's

consultant and therefore she did not prepare a 2012 fourth quarter review with an annual BSA assessment. (Tr. 919, 925.)
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program. The evidence shows that in comparison to the review made by Rawlins and Forgang, the

Quarterly Report by Vivaldo did not address many of the BSA deficits noted by the examiners. For

example, based on her review of 22 deposit accounts, Vivaldo opined without explanation that the "[n]ew

account documentation shows considerable improvement over prior results." Her report, however, did not

identify which new deposit accounts were reviewed, explain how many were actually opened in 2012, or

provide any details about what her review disclosed.56 Although Vivaldo knew that the Bank had not

engaged in monitoring and analyzing this activity for three months or more to establish a pattern of

activity, as recommended in FDIC's 2010 ROE, she failed to note this deficiency in her Quarterly Report.

(Tr. 1117-18; R. Exhs. 27/12-13, 36/9.) Finally, with respect to Alan Chi's appointment as the BSA

Officer, the Quarterly Report does not assess his qualifications or discuss why the Bank did not recruit

and/or interview any other candidates for the position. s~

The Bank argues that Vivaldo's review was actually more comprehensive than the FDIC's review

because she, unlike Rawlins, reviewed documentation in the loan files in addition to information in the

deposit account files. 58 (R. Reply Br., p. 24.) However, Vivaldo testified that she it was part of her

practice to ask for the loan files because she was looking for more than BSA information as part of her

audit review. (Tr. 1026- 1028.) Although she found some BSA related information in the loan files that

she reviewed, she conceded that the deposit account files did not necessarily correlate to the loan files that

s6 Notably, the report states although she requested the new account information when the review began on July 24, 2012, all of

the information was not provided until the last day of the review, July 31, 2012. Vivaldo commented in the report that it took

the Bank an excessive amount of time to provide this information. (FDIC Ems. 5/6.)

57 Nor did Vivaldo assess Alan Chi's BSA qualifications in 2011 fourth quarter review where she recommended that the

"Board should appoint Mr. Alan Chi as BSA Administrator." (R. Ems. 27/3.)

58 In an effort to deflect criticism of the adequacy of the 2012 Quarterly Report, the Bank further argues that Rawlins and

Forgang could have, and should, have reviewed the Annual Report that was included in the 2011 fourth quarterly review. It

was the Bank's responsibility to provide all the information requested in a timely fashion during the 2012 examination,

particularly after the FDIC gave clear notice of the reports that where necessary. The fact that a 2011 Annual Report was first

mentioned in a telephone conference call at the end of examination process underscores the fact that the Bank failed to meet its

obligation to provide this information. In any event, a careful review of the 2011 Annual Report offers the Bank no solace

because there Vivaldo likewise did not inform the Board that (1) against her advice, Alan Chi changed the methodology used

to risk rate customer deposit accounts which caused most new deposit accounts to fall into the "low-risk" range; (2) that against

her advice, and contrary to the 2010 ROE BSA recommendations, Alan Chi altered the methodology used by the Bank to self-

assess its overall risk, thereby resulting in a "low" rather than "medium or high" overall self-assessed risk; and (3) that contrary

to the 2010 ROE BSA recommendations, the Bank failed to monitor and analyze aggregate activity over three months.
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she reviewed. (Tr. 968-970, 971-973, 973-976.) Finally, Vivaldo did not state that she reviewed any loan

files for the purpose of supplementing missing, inaccurate or incomplete BSA information in any deposit

account file.

b. Vivaldo's Conflicting Roles

The FDIC also argues that Vivaldo had a conflict of interest which compromised her

independence because she advised the Bank on various BSA areas and, at the same time, was responsible

for auditing them. In her contract with the Bank and her quarterly reviews, Vivaldo refers to herself as

"Consultant." In discussions with Rawlins during the 2012 examination, Vivaldo repeatedly referred to

the Bank as "we."59 (Tr. 180-81, 185; FDIC Exh. 32/47-48.) While the use of these terms is not outcome

determinative, they support a reasonable inference that Vivaldo thought of herself as something more than

simply an auditor.

Although the FFIEC Manual states that the person performing independent testing need not be

specifically designated as an• "auditor," it also states that the person "must not be involved in any part of

the bank's BSA/AML compliance program." (FDIC Exh. 103/17, n.17.) That being said, the undisputed

evidence shows that in 2006 Vivaldo wrote the Bank's BSA Policy Manual. (Tr. 1100.) As she explained,

while the Bank previously had a BSA policy in place, she "took the pieces [and] reorganized them." She

also "supplemented them with parts they should have and [she] brought it all up to date." (Tr. 1101.) She

further testified that she provided these revisions to the policy pursuant to substantially the same

agreement by which the Bank retained her services for the audit of the Bank in 2012. Each year, following

her annual review of the Bank's policy, she would provide recommendations for the inclusion of updates

and new information in the Bank's policy. (Tr. 1101, 1102-04.)

The evidence also shows that Vivaldo assisted the Bank in making certain corrections to Bank

s9 Vivaldo explained that she uses the term "we" whenever she addresses a bank that she is working with, because she thinks it

is offensive simply to tell the bank what it is doing wrong. (Tr. 1117-18.) Of course in the context of her discussions with
Rawlins, she was not addressing the Bank, but was explaining to a third-party examiner what the Bank did or did not do and
why, thus giving the impression that she was fulfilling an "agency" role, rather than an "auditor" role.
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policy following the 2010 examination. (Tr. 179, 1115-19.) Rawlins testified that, in her experience, such

assistance by an auditor was unusual. Serving as a consultant creating and remediating the Bank's policies

and as an auditor evaluating the policies she helped to put in place at minimum gives the appearance of a

conflict of interest.

Equally compelling is the evidence of a robust ongoing email exchange between Vivaldo and Alan

Chi concerning the changes Alan Chi made to the Bank's Risk Assessment form. As one example, on

December 15, 2011, Vivaldo wrote:

Hi Alan,

I'm afraid you are wrong on both counts. I've explained what's wrong with
the risk scoring and suggested a way around it.

The FFIEC BSA Examination Manual lists certain high risk accounts among
which are the subject three accounts (lawyer, retail, import export).

If you ignore my advise. I must leave you to the tender mercies of the FDIC.

Joan

(R. FDIC Exh. 122/1.)

Thus, the preponderance of the evidence shows that Vivaldo often modulated between giving

assistance and advice concerning the Bank's BSA compliance program and cross-checking the same

program for compliance, thereby calling into question her independent status as a "Consultant" to the

Bank. Stated otherwise, the preponderance of the evidence supports a reasonable inference that her

independent judgment was tainted by her dual roles.

Accordingly, based on the preponderance of the evidence viewed as a whole, T find that Vivaldo's

2012 Quarterly Report was deficient, that she did have a conflict of interest, and that the Bank's

independent testing was not adequate.

3. Third Pillar: BSA Compliance Officer

The Notice alleges, and the FDIC argues, that the Bank's Board of Directors failed to appoint a

qualified person as BSA Officer, who could coordinate and monitor day-to-day compliance with the BSA.
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Specifically, the FDIC asserts that Alan Chi did not have the knowledge, experience and training to serve

as the Bank's BSA Officer. It further asserts that given his other positions at the Bank, Alan Chi did not

have adequate time to fulfill to his BSA responsibilities and that his duties as Senior Credit Officer

conflicted with his BSA Officer duties. Finally, the FDIC asserts that the Bank failed to appoint aback-up

BSA Officer with adequate training.

a. Lack of Knowledge, Experience and Training

The FFIEC Manual states that a bank should designate a BSA compliance officer that is:

... fully knowledgeable of the BSA and all related regulations. The BSA compliance

officer should also understand the bank's products, services, customers, entities, and

geographic locations, and the potential money laundering and terrorist financing risks

associated with those activities. The appointment of a BSA compliance officer is not

sufficient to meet the re u~ lator~requirement if that person does not have the expertise,

authority or time to satisfactorily complete the job.

(FDIC Exh. 103/37 (emphasis added).) The Bank's BSA Policy Manual likewise states that the Bank will

designate "a bank officer with appropriate qualifications and experience as the BSA Administrator." (R.

Exh. 10/8.)

The undisputed evidence shows that prior to being appointed as the BSA Officer, Alan Chi

worked at the Bank for eight years primarily as a senior credit officer making loan determinations. (Tr.

877.) During that time he completed a compliance course which included a BSA overview component. In

February 2011, he and Robert Zhao were appointed as backup BSA Administrators to BSA Officer

Wenni Chung. (R. Exh. 36/2.) Although he testified that he attended a few bank examination exit

meetings and was accustomed to reviewing batch reports as part of his senior credit officer duties, Alan

Chi did not explain what he did as a backup BSA Officer or otherwise explain what qualified him to take

over as the Bank's BSA Officer. Nor did the Bank present any evidence showing why Alan Chi was

appointed to the BSA Officer position in January 2012 or explain why no one else was interviewed for the

position.
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Alan Chi's lack of BSA knowledge, experience and training is illustrated by his conduct from the

time he became the "Acting" BSA Officer to the end of the 2012 examination. For example, the evidence

shows that soon after becoming the "Acting" BSA Officer, Alan Chi altered the methodology used by the

Bank to self-assess its own risk rating which decreased the Bank's self-assessed risk rating rather than

increase it, as required by the 2010 ROE BSA findings. In doing so, Alan Chi rejected the advice of the

Joan Vivaldo, the Bank's BSA consultant, and brushed aside her repeated warnings that the changes he

implemented would be scrutinized and criticized by the FDIC. The undisputed evidence also shows that

while he was the Bank's BSA Officer, the Bank failed to monitor and analyze aggregate activity over

three months or more to establish patterns of suspicious activity as required by the 2010 ROE BSA

findings. Instead, Alan Chi chose to rely solely on reviewing batch reports — a practice he followed as

senior credit officer, rather than one he adopted to ensure BSA compliance.60 In light of the fact that Alan

Chi was aware of the 2010 ROE BSA findings, it reasonably follows that his failure to comply was

attributable to a lack of BSA knowledge and experience. (Tr. 727, 807-808.)

In addition, the evidence supports a reasonable inference that Alan Chi failed to grasp the

importance of the deposit account files to a BSA compliance review. Vivaldo complained to Alan Chi

about the "excessive" amount of time it took the Bank to provide new account information for the 22

deposit accounts that she reviewed as part of her Quarterly review. (FDIC Exh. 5/6.) She also pointed out

that there was no indication that Alan Chi, as BSA Officer, had reviewed each new deposit account

immediately upon opening as required by Bank policy. Id. Even though he was prodded by Vivaldo to

pay more attention to the deposit account files, many of the new deposit account files opened in 2012

were still missing BSA information six months later when Rawlins commenced the 2012 examination.

Alan Chi responded to the poor condition of the deposit account files with a vague reference that some

information might be contained in the loan files. His response does not explain why — as required by Bank

6o In his testimony, Alan Chi never identified the BSA markers that he was looking for as he reviewed the batch reports, or

what he did if and when he found one, or how his review of the batch reports differed, if at all, after he became "Acting" BSA

Officer.
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policy -the deposit account files were not updated with whatever pertinent BSA information was

contained in the loan files. Nor does it explain why Alan Chi did not show EIC Rawlins the actual loan

files) during the exam. His failure to address these deficiencies and to promptly provide Rawlins with the

loan files that he believed might supplement the deposit account files reflects his lack of BSA knowledge

and experience.

Thus, Alan Chi's conduct after he took over the BSA Officer position underscores the fact that he

lacked the training, knowledge and experience to adequately perform the BSA Officer job.

b. Conflicting Responsibilities and Interests

In addition, the undisputed evidence also shows that notwithstanding his lack of BSA training,

knowledge and experience, Alan Chi simultaneously assumed several other senior officer positions which

hindered his ability to adequately perform the BSA Officer duties. At the time he was made the Bank's

BSA Officer, Alan Chi, already was the Bank's Senior Credit Officer, which he conceded took up the

majority of his day. (Tr. 647.) To make matters worse, the Bank Board also appointed him as the Bank's

Chief Financial Officer, Internal Auditor, Operations Compliance Officer and member of the Bank's

Directors and Officers Loan Committee. It is hard to imagine that he would have any time on a daily basis

to carry out his BSA duties,61 particularly given his lack of training, knowledge and experience. Even

Joan Vivaldo thought that Alan Chi had too many competing responsibilities.62 (Tr. 1111-1114; FDIC

Ems. 134.)

61 The responsibilities of the Bank's BSA Officer, as set forth in the Bank's BSA Policy Manual, include coordinating Bank-

wide BSA operating procedures, developing a formal BSA training program for Bank personnel, daily monitoring of the

Bank's BSA/AML system to determine compliance with reporting requirements and detection of suspicious activity, and

preparing various BSA/AML reports to the Board. (R. Ems. 10/8-9.)
62In addition, the FDIC asserts that Alan Chi's role as Senior Credit Officer conflicted with his responsibilities as BSA Officer.

(Tr. 211-13, 449-52.) In response, the Bank asserts that Alan Chi had no economic incentive to disregard potential illegal

activity in order to make a loan, and that serving as senior credit officer allowed him to obtain a more thorough understanding

of his customer's business. In very general terms, Alan Chi explained that he believed his duties as senior credit officer

overlapped with his duties as BSA Officer. (Tr.592, 647.) His comparison, in my view, was vague and self-serving. Moreover,

the FFIEC Manual recommends that, as part of its internal controls, a bank should "[p]rovide for dual controls and the

segregation of duties to the extent possible. For example, employees that complete the reporting forms (such as SARs, CTRs,

and CTR exemptions) generally should not also be responsible for the decision to file the reports or grant the exemptions."

(FDIC Ems. 103/34-35.) I find based on the evidence viewed as a whole that the Senior Credit Officer and BSA Officer are

potentially conflicting management positions.
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Accordingly, I find, based on the preponderance of the evidence viewed as a whole, that Alan Chi

lacked the knowledge, experience, training and time to adequately monitor and coordinate the BSA

compliance program as required section 326.8(c)(3) of the FDIC Rules and Regulations. 12 C.F.R. §

326.8(c)(3).

c. Absence of a Back-up BSA Officer

Finally, the Notice alleges, and the FDIC argues, that the Bank failed to appoint aback-up BSA

officer. According to Rawlins' unrebutted testimony a back-up BSA Officer is important in the event that

the appointed BSA Officer is unavailable to oversee the Bank's BSA compliance. (Tr. 214.) The evidence

shows that on February 25, 2011, Alan Chi and Robert Zhao were appointed as backup BSA

Administrators. (R. Exh. 36.2.) However, there is no evidence that Robert Zhao continued in that role

after Alan Chi was appointed as BSA Officer. In her 2012 Quarterly Report, Vivaldo does not identify

Robert Zhao as part of the "BSA team, including Ms. Abbey Yang, Mr. Jimmy Phang and Fremont." (Jt.

Exh. 3/l.) Although Alan Chi considered Jimmy Phang to be the back-up BSA Officer, there is no

evidence that he or any one else was ever appointed to that position. (Tr. 214-215.) According, I find that

the Bank failed to appoint a backup BSA Officer.

4. Fourth Pillar: Lack of Appropriate BSA Training

The Notice alleges, and the FDIC argues, that the Bank failed to provide its staff with adequate

BSA training, as Alan Chi, the provider of the training, lacked sufficient qualifications to provide such

training, the training was not tailored to employee positions of job functions, and the training materials for

2012 contained incorrect information and failed to incorporate the majority of the Bank's BSA and AML

policy.

The FFIEC Manual provides the following guidance regarding training:

Banks must ensure that appropriate personnel are trained in applicable aspects of the BSA.
Training should include regulatory requirements and the bank's internal BSA/AML
policies, procedures, and processes. At a minimum, the bank's training program must
provide training for all personnel whose duties require knowledge of the BSA. The training
should be tailored to the person's specific responsibilities.... The BSA compliance officer
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should receive periodic training that is relevant and apt~ropriate given changes to

regulatory requirements as well as the activities and overall BSA/AML risk profile of the

bank.

Training should be ongoing and incorporate current developments and changes to~the BSA

and any related regulations. Changes to internal policies, procedures, processes, and

monitoring systems should also be covered during training. The training program should

reinforce the importance that the board and senior management place on their bank's

compliance with the BSA and ensure that all employees understand their role in

maintaining an effective BSA/AML compliance program.

Examples of money laundering activity and suspicious activity monitoring and reporting

can and should be tailored to each individual audience. For example, training for tellers

should focus on examples involving large currency transactions or other suspicious

activities; training for the loan department should provide examples involving money

laundering through lending arrangements.

(FDIC Exh. 103/38 (emphasis added).)

The Bank's BSA Policy Manual likewise states that "training will be appropriate for the position

and function of each person trained," and "[a]t a minimum, Bank policies and procedures will be covered

as well as new governmental rules and regulations. Training will include coverage of different forms of

money laundering and terrorist financing as it relates to identification and example of suspicious activity.

Training will also include a discussion of the penalties for non-compliance with Bank policy and

procedures and government rules and regulations, i.e. employee counseling or termination, government

sanctions, fines or imprisonment." (R. Exh. 10/32.)

a. BSA Officer Qualifications

As BSA Officer, Alan Chi was responsible for providing training on the BSA to Bank staff and

Board members. (Tr. 217, 798, 807.) Because he vas not qualified to serve as the Bank's BSA Officer, it

reasonably follows that Alan Chi lacked the qualifications to provide adequate BSA-related training for

others. (Tr. 230, 453.)

b. Training Tailored to Job Functions

Contrary to the guidance of both the FFIEC Manual and the Bank's BSA Policy Manual, the

evidence also shows that all Bank employees received the same training, regardless of their positions. (Tr.

3~



229, 807, 809-10, 813-817, 819-823; R. Exhs. 19/l, 20/l, 21/1, 23/l, 24/1 & 25/l.) EIC Rawlins

emphasized the importance of targeting training to the specific responsibilities of each employee:

[Y]ou should provide specific training based off the position so that the employee

understands what's expected of them in their position to help the bank with their

compliance with BSA as a whole. So, for instance, the types of suspicious behavior or

suspicious activity that a teller may run across are going to be different than that [which] a

loan officer runs across or can identify. So that should be brought out in BSA training so

that they can differentiate and just better be able to comply with the BSA in their particular

'position that they hold. _

(Tr. 229-30.) CSMA Wong concurred that the Bank's training should have been tailored to specific

positions, but was not. (Tr. 453.)

In addition, in 2012, Alan Chi and other Bank employees attended an outside webinar entitled

"Required Compliance Series: Regulatory Compliance for the Frontline." (Tr. 812, 1008-09; FDIC Ems.

36.) EIC Rawlins testified that this webinar provided only rudimentary BSA training to front-line Bank

staff such as tellers. It did not take into account the specific positions and functions of Bank personnel in

attendance, and in particular, it was not appropriate training for someone in Alan Chi's position as BSA

Officer. (Tr. 204-06.)

The Bank argues that it has a very small workforce, whose responsibilities overlap and, therefore,

targeted training was unnecessary.63 (R. Reply Br., 35-36.) Both the FFIEC Manual and the Bank's BSA

Policy Manual specify that training should be tailored to the position and function of the employee. (FDIC

Exh. 103/38; R. Exh. 10/32.) Thus, the Bank itself, through its Board, has rejected the notion that all Bank

employees should receive the same training. Because the Bank's BSA training was not targeted to each

employees' role, the evidence shows that the training was inadequate in this respect.

c. Adequacy of Training Materials

According to the Bank's employee training schedule, Alan Chi provided the following BSA-

related training in 2012: cash purchase and monetary instruments (February), anti-money laundering

63 The evidence shows that the Bank had high workforce turnover, which heightens the underlying problem of failing to tailor

training to specific positions. (Tr. 281 .)
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(March), suspicious activity monitoring and suspicious activity (April), currency transaction reports,

multiple currency transactions, and filing of OFAC policy and procedures (June), international department

correspondent banking (July), wire procedures (September), CTR recordkeeping (October), customer due

diligence and customer identification program (November). (Tr. 218-19; FDIC Exh. 5/13.)

As per the 2010 ROE BSA recommendations, Alan Chi prepared quizzes to go with each lesson.

(Tr. 808; FDIC Exh. 136/11; R. Ems. 19-21, 23-25.) A review of the training materials and

accompanying quizzes reveal that they contained inaccurate or irrelevant information. For example, one

of the questions in amultiple-choice quiz administered in April 2012 did not offer a correct answer. (Tr.

223-24, 1152.) In another lesson, Alan Chi distributed a quick reference guide for money-services

businesses, even though the Bank is not amoney-services business. (Tr. 224-26.)

In addition, the Bank's employee training did not cover the Bank's own BSA policies, procedures,

and processes, as required the FFIEC Manual and the Bank's BSA Policy Manual. (Tr. 226-29, 230-31;

FDIC Exh. 103/38; R. Exh. 10/32.) In an attempt to justify this important omission, Alan Chi testified that

he provided the Bank's BSA Policy Manual to the employees in connection with some of the trainings

and expected them to read the manual and pass the related test.64 (Tr. 821-822; R. Exhs. 23/1, 24/1, 25/l.)

There is no evidence, however, showing whether that approach was successful and more importantly

whether any employee had a working knowledge of the Bank's BSA policies.

The Bank argues that the FDIC ignores the fact that the training conducted in 2012 reflected

substantial improvement over the training conducted in 2010, and that by 2012, Alan Chi had

implemented a number of the recommendations made by the FDIC, including providing training to the

Board of Directors and creating written records of the courses provided to officers and employees of the

Bank. (Tr. 655-56; R. Exh. 3/11.) The fact that the Bank improved certain aspects of its training is

commendable, and will facilitate the continued improvement of the program. However, by adding training

ba In reality the employee were given a copy of a "BSA AMI, OFAC Policy," which according to Alan Chi was th
e Bank's

BSA Policy Manual. (Tr. 818, 821-22.)
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components which are incorrect or inadequate, the Bank has not necessarily made a net improvement and

will not be immune from further criticism in this regard.

The Bank also argues that employees received on the job training from Alan Chi. (R.

Reply Br., p. 35; see also Tr. 648, 799, 1009-1 l.) Such training, while necessary, cannot be substituted for

the formal, structured training program anticipated by the FFIEC and Bank's BSA Manuals. Finally, the

Bank argues that its effectiveness in training its employees should not be measured by its lessons and

quizzes, but by whether customers of the Bank were able to conduct illegal activities through the Bank.

BSA regulations ,however, require that the Bank "provide training for appropriate personnel," 12 C.F.R.

§ 326.8(c)(4), and the FFIEC Manual fleshes out what the training should consist of. There is no

requirement that the FDIC demonstrate a raft of illegal activity conducted through the Bank in order to

prove a violation of this pillar.

The evidence shows that Alan Chi was not qualified to provide the rest of the Bank staff with

training, and that the training provided was not geared toward each employee's role in the organization.

While the errors in the materials provided by the Bank alone might not be sufficient to demonstrate a

violation of this pillar, the evidence taken as a whole demonstrates that the Bank did not provide its staff

with adequate BSA training.

H. The Bank's Ancillary Defenses

Various ancillary defenses that are interlaced throughout the Respondent's post-hearing and reply

briefs are addressed below.

1. Bias

The Bank argues that the FDIC's 2012 examination was biased from the beginning. In support of

this contention, it points to a statement in the Pre-Examination Planning Report which originally read:

"Examination resources will be directed towards assessing internal control deficiencies due to the

presence of a dominant influence and ensuring the bank establishes mitigating controls." (R. Exh. 39/4

(emphasis added); Tr. 328-30.) Following her review of the Pre-Examination Planning Memo, Rawlins
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promptly corrected the sentence to read: "Examination resources will be directed towards assessing

internal control issues due to the presence of a dominant influence and ensuring management has

established mitigating controls." (Id. )

In addition, the Bank refers to two emails authored by Examiner Forgang. In one, he wrote: "I

wouldn't be surprised if I find some BSA issues and potential violations regarding their CDD/EDD and

perhaps issues with their SAM." (R. Exh. 38/1.) In another, Forgang disseminated quotes attributed to

Richard and Alan Chi and one of the Bank's Directors. (R. Exh. 41.) Other than these examples, the Bank

points to no evidence that the FDIC examiners deviated from their normal examination procedures or

manipulated the data.

The countervailing evidence shows that at the outset of the 2012 exam Rawlins accommodated the

Bank by substituting deposit account folders; that throughout the onsite exam she and Forgang interacted

with Alan Chi in an effort to obtain a better understanding of various transactions, to provide him an

opportunity to put things in proper context, and to relate to him on an ongoing basis problematic issues,

rather than waiting to disclose them at the end of the exam. The evidence also shows that in many respect

the concerns articulated by the examiners were echoed previously and privately to Alan Chi (to no avail)

which underscores the fact that these concerns were not "trumped up." Most notably, when CMSA Wong

advised Rawlins that her preliminary ROE findings that a SAR violation based on was

unsupportable, she recommended that it be omitted from the final report stating, "we do not want to cite

anything that we cannot support 1000%." (R. Exh. 43/l.)

Accordingly, I find, based on preponderance of the evidence viewed as a whole, the Respondent's

bias defense lacks merit.

2. Lack of Fair Notice of Conduct Required

Respondent argues that the BSA and its applicable regulations fail to give adequate notice of the

conduct required of a bank in violation of the Bank's due process. The short response to this assertion is

that the conduct required of the Bank to comply with the BSA and its applicable regulations is identified
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in the Bank's own BSA Policy Manual, which repeatedly quotes and references the law, regulations, and

FFIEC Manual reflecting that the Bank knew precisely the conduct that was required and expected by the

federal regulator in order to comply with the BSA. Suffice it to say, if the Bank had read and complied

with its own BSA Policy Manual, it is very unlikely that the instant case would have resulted. The Lack

of Fair Notice defense is unavailing.

3. FFIEC BSA Manual Is Not a Law or Regulation

The Respondent argues that the FFIEC BSAJAML Examination Manual does not have the effect

of law or regulation and therefore does not establish prescriptive standards or requirements. While that

may be true, it is not gainsaid that the Manual is recognized throughout the industry as the foremost guide

to bank examiners and banks on identifying and controlling risks associated with money laundering and

terrorist financing, and for carrying out the BSA. It provides supervisory guidance to banks to help them

develop and provide a compliance program that meets the requirements of the BSA.

Both Rawlins and Wong testified that it is an industry-wide practice for banks to use the FFIEC

Manual as a guide for compliance with the BSA. (Tr. 59-60, 433.) The evidence discloses that at all times

pertinent herein, the Bank was aware and relied heavily on the FFIEC Manual in structuring its BSA

Compliance Program — at least in theory. The Bank's BSA Policy Manual incorporates numerous

references to the FFIEC Manual, and even appends a section of the FFIEC BSA Manual to its BSA Policy

Manual as an exhibit. (R. Exh. 10/38, 42, 51, 66-76.)

The Bank's engagement letter with its consultant/auditor Joan Vivaldo required her to "use

regulatory, e.g., FFIEC BSA/AML Examination Manual" in conducting her review and assessment of the

Bank's BSA/AML Compliance Program. (Jt. Ems. 2/2.) Furthermore, Vivaldo testified that the FFIEC

Manual is "an authority for BSA" and that the Bank "had copies of the FFIEC BSA examination manual

scattered all over the Bank." (Tr. 1003, 1039.) Additionally, Vivaldo' engagement letter incorporated

sections of an earlier FDIC Financial Institution Letter, which contained the same points as the FFIEC

Manual. She also based the request list for her compliance audit on items suggested in the FFIEC Manual.
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(Tr. 923-24, 931.) Thus, the evidence reflects that the Bank's Board and its auditor/consultant considered

the FFIEC Manual to be a roadmap for successful execution of its BSA Compliance Program.

Thus, the importance of the FFIEC BSA/AML Examination Manual cannot be understated or

undermined.

4. Prior Examinations

The Bank asserts that most of its internal controls have been in place for a number of years, have

been subject to review by the FDIC, and have not previously been found so deficient that they violated the

BSA. (R. Prop. FOF ~ 30; R. Br., p. 10; R. Reply Br., p. 5-6.) The argument is unconvincing for several

reasons. First, the FDIC largely criticizes the Bank's application and implementation of its policies and

procedures, or lack thereof, under Alan Chi's leadership, and not the policies and procedures themselves

as written. Second, the FDIC is not the Bank's auditor. It conducts a limited review of the Bank's BSA

policies and procedures as part of its overall safety and soundness examinations. The FDIC is not

estopped nor will it be found to have "waived" claims against the Bank because they were not raised in

prior examinations. de la Fuente II v. FDIC, 332 F.2d 1208, 1220 (9th Cir. 2003); FDIC v. Baker, 739 F.

Supp. 1401 (C.D. Cal. 1990). Finally, to the extent any of the Bank's internal controls were criticized in

the 2010 examination, and were not corrected, the FDIC is required by statute to seek a cease and desist

order to correct those conditions. See 12 U.S.C. § 1818(s)(3)(B) (mandating that, if the FDIC determines

that a depository institution "has failed to correct any problem with the procedures maintained by such

depository institution which was previously reported to the depository institution by [the FDIC]," it

"shall" issue a cease and desist order). Therefore, the fact that the Bank's policies and procedures had

been in place prior to this proceeding does not mean that the Bank has not violated the BSA. The

Respondent's reliance on this defense is misplaced.

Conclusion

The Bank is, and at all times relevant to this proceeding has been, a corporation organized,

existing, and doing business under the laws of the State of California with its principal place of business
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in San Francisco, California. The Banit is, and at all times relevant to this proceeding has been, a "State

non-~nnember bank" within the meaning of section 3(e)(2) of the Act, 12 U.S.C. § 1813(e)(2), and an

"insured depository institution" within the meaning of section 3(c)(2) of the Act, 12 U.S.C. § 1813(c)(2).

The Banl~ is subject to the Act, 12 U.S.C. §§ 1811-1846(a), the Rules and Regulations of the FDIC, 12

C.F.R. Chapter III, 12 C.F.R. Part 353, and the laws of the State of California. The FDIC has jurisdiction

over the Bank, the "institution-affiliated parties" ofthe Bank as defined in section 3(u) of the Act,

12 U.S.C. § 1813(u), and the subject matter of this proceeding. Th.e FDIC has the authority to issue an

Ordex to Cease and Desist against the Bank, puxsuant to section 8{b)(1) and 8(s) of the Act. 12 U.S.C.

By reason of its acts, omissions, policies and practices, as more fully discussed above, the Bank

violated the Bank Secrecy Act, 31 U.S.C. §§ 5311-5314, 5316-5332, 12 U.S.C. § J.829b, 12 U.S.C.

§§ 1951-1959 and 12 U.S.C, § 1818(s), and its implementing regulations, 31 C.F.R. Chapter X (effective

March 1, 2011), section 326.8 and 12 C.F.R. Part 353 of the FDIC Rules and Regulations, 12 C.F.R.

§ 326.8 & 12 C.F.R. Part 353. Based on the foregoing findings, the issuance of a cease and desist oxder

puxsuant to section 8(b)(1) and 8(s) of the Act,12 U.S.C. § 1818(b)(1) & (s) is warranted.

For these reasons, I recom~x~end the issuance of the Cease. and Desist Order attached hereto as

Appendix "A."

SO ORDERED.

Dated: September 8, 2015

/s/

C. Richard Miserendino

Administrative Law Judge
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APPENDUY "A"

FEDERAL DEPOSIT ]NSURANCE CORPORATION

WASHINGTON, D.C.

In the Matter of )
ORDER TO

CALTFORNTA PACIFIC BANK ) CEASE AND DESIST

SAN FRANCISCO, CALIFORNIA )
FDIC-13-094b

(INSURED STATE NONMEMBER BANK) )

IT IS HEREBY 4RDE~ZED that California Pacific Bank, San Francisco, California

("Bank"), its directors, officers, employees, agents, or other institution-affiliated parties (as that

term is defined in Section 3(u) of the Federal Deposit Insurance Act, 12 U.S.C. § 1813(u)), and

its successors and assigns cease and desist from the following violations ofthe Bank Secrecy

Act, 31 U.S.C. §§ 5311-5314, 5316-5332, 12 U.S.C. § 1829b, 12 U.S.C. §§ 1951-1959 and

12 U.S.C. § 1818(s), and its implementing regulations, 31 C.F.R. Chapter X (effective March 1,

2011), section 326.8 and 12 C.F.R. Part 353 of the Rules and Regulations of the FDIC, 12 C.F.R.

§ 326.8 and 12~C.F.R. Part 353 (collectively the "BSA"):

(a) Operating in violation of section 326.8 of the Rules and Regulations of the FDIC, 12

C.F.R. § 326.8, by failing to provide for the continued administration of a written,

board-approved BSA compliance program in connection with the following:

(i) Failure to establish a system of internal controls to assure ongoing

compliance;



(2) Failure to provide for independent testing for compliance conducted by Bank

personnel or by an outside party;

(3) Failure to designate an individual or individuals responsible for coordinating

and monitoring day-to-day compliance; and

(4) Failure to provide training fox appropriate personnel.

(b) Operating in violation of Part 353 of the Rules and Regulations of the FDIC,

12 C.F.R Part 353, in connection with the failure to file a Suspicious Acfiivity Report

("SAR").

I . Within 60 days of the effective date of this ORDER, the Bank shall comply in all

material respects with the BSA and its rules and regulations.

2. Within b0 days of the effective date of this ORDER, the Bank shall develop,

adopt, and implement a written connpliance progam, as required by the applicable provisions of

section 326.8 of the FDIC's Rules and Regulations, 12 C.F.R. § 326.8, designed to, among other

things, ensure and maintain compliance by the Bank with the BSA and the rules and regulations

issued pursuant thereto. The progrann shall ensure that clear and comprehensive BSA

compliance reports are provided to the Bank's Board of Directors ("Board") on a monthly basis.

Such program and its implementation shall be in a manner acceptable to the Regional Director of

the FDIC's San Francisco Regional Office ("Regional Director") as determined at subsequent

examinations and/or visitations of the Bank. At a minimum, the program shall:

(a) Establish a system of internal controls to ensure compliance with the BSA

and the rules and regulations issued pursuant thereto, including policies and procedures to detect
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and monitor all transactions to ensure that they are not being conducted for illegitimate purposes

and that there is full compliance with all applicable laws and regulations.

(b) Provide for independent testing of compliance with the BSA, all

applicable rules and regulations related to the BSA, and the reporting of suspicious transactions

required to be reported pursuant to Part 353 of the FDIC's Rules and Regulations, 12 C.F.R. Part

353. The independent testing shall be conducted on an annual basis and in accordance with the`

procedures described in the current/applicable Fedeml Financial Institutions Examination

Council ("FFIEC")BSA/AML Examination Manual. The independent testing, at a minimum,

should address the following:

(i) overall integrity and effectiveness of the BSA/AML compliance

program, including policies, procedures, and processes;

(ii) BSA/AML risk assessment;

(iii) BSA reporting and recordkeeping requirements;

(iv) Customer Identification Program implementation;

(v) adequacy of customer due diligence policies, procedure, and

processes and whether they comply with internal requirements;

and processes;

(vi) personnel adherence to the Bank's BSA/AML policies, procedures,

(vii) appropriate transaction testing, with particular emphasis on high-

risk operations (products, service, customers, and geographic locations);

(viii) training adequacy, including its comprehensiveness, accuracy of

materials, the training schedule, and attendance tracking;



(ix) integrity and accuracy of management information systems used in

the BSA/AML compliance program;

(x) an evaluation of management's efforts to resolve violations and

deficiencies noted in the previous tests or audits and regulatory examinations;

(xi) . an assessment of the overall process for identifying and reporting

suspicious activity, including a review of filed or prepared SARs to determine their accuracy,

timeliness, completeness, and effectiveness of the Bank's policy; and

(xii) a review of the rxaethodology used to risk rate accounts.

(c) Written reports shall be prepared which document the testing results and

provide recommendations for improvement. Such reports shall be presented to the Bank's

Board.

(d) Ensure that the Bank's BSA compliance program is managed by a

qualified officer who has the required authority, responsibility, training, resources, and

management reporting structure to ensure compliance with the Bank's BSA prograrr►

requirements and BSA-related regulations, including without limitation:

{i) the identification of timely, accurate and complete reporting to law

enforcement and supervisory authorities of unusual or suspicious activity or known or suspected

criminal activity perpetrated against or involving the Bank; and

(ii) monitoring the Bank's compliance and ensuring that full and

connplete corrective action is taken with respect to previously identified violations and.

deficiencies.

(e) Provide and document training by competent staff and/or independent

contractors of all Bank's Board members and all appropriate personnel, including, without
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limitation, senior management, tellers, customer service representatives, lending officers, and all

other customer contact personnel, in all aspects of regulatory and internal policies and

procedures related to the BSA, with a specific concentration on accurate recordkeeping, form

completion and the detection and reporting of known andlor suspected criminal activity.

Training shall be updated on a regular basis to ensure that all personnel are provided with the

most current and up to date information.

3. Within 60 days of the effective date of this ORDER, the Bank shall develop,

adopt, and implement a written customer due diligence program, which shall include employees

and directors at the Bank. Such program and its implementation shall be in a manner acceptable

to the Regional Director as determined at subsequent examinations and/or visitations of the

Bank. At a minimum, the customex due diligence program shall provide for the following:

(a) A risk focused assessment of the customer base of the Bank, including

employees and directors at the Bank, to determine the appropriate level of enhanced due

diligence necessary fox those categories of customers, employees and directors that the Bank has

reason to believe pose a heightened risk of illicit activities at or through the Bank.

(b} For those customers, employees and directors whose transactions require

enhanced due diligence, procedures to:

(i) determine the appropriate documentation necessary to confirm the

identity and business activities of the customer, employee and director;

(ii) understand the normal and expected transactions of the customer,

employee, and director; and

(iii) reasonably ensure the identification and.timely, accurate and

complete reporting of known or suspected criminal activity against or involving the Bank to law



enforcement and supervisory authorities, as required by the suspicious activity reporting

provisions of Part 353 of the FDIC's Rules and Regulations, 12 C.F.R. Part 353.

4. (a) Within 60 days of the effective date of this ORDER, the Bank shall

establish and implement policies and procedures to advise the Bank's Board of SARs. At a

minimum, the Bank's Board sha11 be advised in detail of all SARs involving employees,

contractors, officers, and directors. The policies and procedures shall also include guidelines to

determine what SARs are significant.

(b) The Bank shall establish and implement policies and procedures to ensure

that SARs are filed within 30 days of identifying a suspect or unusual and suspicious activity (or

a total of 60 days if a suspect is unknown or once per quarter for ongoing transactions). Such a

program must also ensure that timely identification of suspicious activity occurs; that ti~aaely

investigation into unusual activity is undertaken; that related accounts are considered and

discussed in the SARs filing; that a detailed, accurate, connprehensive, and readable narrative

description of the activity is included in the SARs filing; and that Bank management maintain

adequate written information to support a decision not to ale a SAR as a result of any

investigation of a suspect or unusual and suspicious activity.

5. (a) Within 60 days of the effective date of this ORDER, the Bank's Board

audit committee shall oversee the Bank's compliance with the BSA and Parts 326 and 3S3 of the

FDIC's Rules and Regulations. The committee shall receive reports from the qualified officer

appointed in Paragraph 2(d) regarding compliance with the BSA and Parts 326 and 353, at least

monthly, and shall report to the Bank's Board at every meeting.

(b) Following the effective date of this ORDER, the Bank's Board shall

monitor and confirm the completion of actions taken by management to comply with the terms
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of this ORDER. The Bank's Board shall certify in writing to the Regional Director when all of

the above actions have been accomplished. All actions taken by the Bank's Board pursuant to

this ORDER shall be duly noted in the minutes of its meetings. The committee shall receive

reports from the qualified officer appointed in Paragraph 2(d) regarding compliance with the

BSA and Parts 326 and 353, at least monthly, and shall report to the Bank's Board at every

meeting.

6. Within 150 days from the effective date of this ORDER, the Bank's Board shall

develop and implement a plan to review alI high-risk accounts and high-risk transactions

("Transaction Review"), including but not limited to the Bank's large currency transaction

reports ("CTRs"), cash.purchases of monetary instruments, wire transfer activity, and foreign

exchange services for the six-month period immediately preceding the effective date of this

Order (the "Transaction Review Period"), and shall prepare and file any additional CTRs and

SA.Rs necessary based upon the review. Based upon the results of the review, the Regional

Director may extend the Transaction Review Period if necessary.

(a) Within 60 days of preparing a plan for the Transaction Review, but

prior to conrxmencement of the Transaction Review, the Bank shall submit to the Regional

Director a written plan for approval that sets forth:

(i) the scope of the Transaction Review, including the types of

accounts and transactions to be reviewed;

(ii) the methodology for conducting the Transaction Review,

including any sampling procedures to be followed;

Review;

(iii) the expertise and resources to be dedica#ed to the Transaction
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and

(iv) the anticipated date of completion of the Transaction Review;

(v) a commitment that any interim reports, draft reports or

workpapers associated with the Transaction Review will be made available to the Regional

Director upon request.

(b) On completion of the reviews required pursuant to the paragraphs above,

the Bank shall submit the written findings of the review and copies of any additional SARs and

CTRs filed to the Regional Director.

(c) Throughout the Transaction Review, the Bank shall ensure that all matters

or transactions required to be reported that have not previously been reported are reported in

accordance with applicable rules and regulations.

(d) Documentation supporting any determination made pursuant to the

paragraphs above shall be retained in the Bank's records for such period of time as nnay be

required by any applicable rules or regulations.

7: Within 30 days of the end of the first quarter, following the effective date of this

ORDER, and within 30 days of the end of each quarter thereafter, the Bank shall furnish written

progress reports to the Regional Director detailing the, form and manner of any actions taken to

secure compliance with this ORDER and the results thereof Such reports maybe discontinued

when the corrections required by this ORDER have been accomplished and the Regional

Director has released the Bank in writing from making further reports.

8. Following the effective date of this ORDER, the Bank shall send to its

shareholders) or otherwise furnish a description of this ORDER in conjunction with the Bank's

next shareholder communication and also in conjunction with its notice ar proxy statement
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preceding the Bank's next shareholder meeting. The description shall fully describe the ORDER

in all material respects. The description and any accompanying communication, statement, or

notice shall be sent to the FDIC, Accounting and Securities Section, Washington, D.C. 20429, at

least 15 days prior #o dissemination to shareholders..Any changes requested to be made by the

FDIC shall be made prior to dissemination of the description, communication, notice, or

statement.

This ORDER shall not bar, estop, or otherwise prevent the FDIC, or any other federal or

state agency or department from taking any other action against the Bank, the Bank's current or

former institution-affiliated parties, and/or any of their respective directors, officers, employees,

and agents, including, but not limited to, the imposition of civil money penalties.

This ORDER shall be effective on the date of issuance.

The provisions of this ORDER shall be binding upon the Bank, its institution-affiliated

parties, and any successors and~assigns thereof.

The provisions of this ORDER shall remain effective and enforceable except to the extent

that, and until such tune as, any provisions of this ORDER shall have been modified, terminated,

suspended, or set aside in writing.

By direction of the Board of Directors.

Dated this day of , 2015
Washington DC

Executive Secretary
Federal Deposit Insurance Corporation


