SENATE BILL No. 561

Introduced by Senator Jackson

February 22, 2019

An act to amend Sections 1798.150 and 1798.155 of the Civil Code,
relating to privacy.

LEGISLATIVE COUNSEL’S DIGEST

SB 561, as introduced, Jackson. California Consumer Privacy Act
of 2018: consumer remedies.

(1) Existing law, the California Consumer Privacy Act of 2018,
beginning on January 1, 2020, grants a consumer various rights with
regard to personal information relating to that consumer that is held by
a business, including the right to know what personal information is
collected by a business and to have information held by that business
deleted, as specified. The act specifically authorizes aconsumer whose
nonencrypted or nonredacted personal information, as defined, is subject
to unauthorized access and exfiltration, theft, or disclosure as a result
of the business's failure to maintain reasonable security procedures to
institute a civil action for various damages.

Thisbill would expand a consumer’srightsto bring acivil action for
damages to apply to other violations under the act.

(2) Under existing law, abusinessor third party may seek the opinion
of the Attorney General for guidance on how to comply with the act.

Thishill would instead specify that the Attorney General may publish
materials that provide businesses and others with general guidance on
how to comply with the act.

(3) Under existing law, a business, service provider, or other person
that violates the act is subject to an injunction and is liable for a civil
penalty for each violation, which is assessed and recovered in a civil
action by the Attorney General. Existing law specifies that a business
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isinviolation of the act if it failsto cure an alleged violation within 30
days after being notified of alleged noncompliance.

This bill would delete the 30-day period in which to cure after
receiving notice of an aleged violation. The bill would aso makerelated
and conforming changes to those provisions.

Vote: majority. Appropriation: no. Fiscal committee: yes.
State-mandated local program: no.

The people of the Sate of California do enact as follows:

SECTION 1. Section 1798.150 of the Civil Code is amended
to read:

1798.150. (a) (1) Any consumer whoserightsunder thistitle
are violated, or whose nonencrypted or nonredacted personal
information, as defined in subparagraph (A) of paragraph (1) of
subdivision (d) of Section 1798.81.5, is subject to an unauthorized
access and exfiltration, theft, or disclosure as a result of the
business's violation of the duty to implement and maintain
reasonable security procedures and practices appropriate to the
nature of the information to protect the personal information may
institute a civil action for any of the following:

(A) Torecover damagesin an amount not lessthan one hundred
dollars ($100) and not greater than seven hundred-and fifty ($750)
per consumer per incident or actual damages, whichever isgreater.

(B) Injunctive or declaratory relief.

(C) Any other relief the court deems proper.

(2) Inassessing theamount of statutory damages, the court shall
consider any one or more of the relevant circumstances presented
by any of the parties to the case, including, but not limited to, the
nature and seriousness of the misconduct, the number of violations,
the persistence of the misconduct, the length of time over which
the misconduct occurred, the willfulness of the defendant’'s
misconduct, and the defendant’s assets, liabilities, and net worth.

(b) Actions pursuant to this section may be brought by a
consumer if, prior to initiating any action against a business for
statutory damages on anindividual or class-wide basis, aconsumer
providesabusiness 30 days written noticeidentifying the specific
provisions of thistitle the consumer alleges have been or arebeing
violated. In the event a cure is possible, if within the 30 days the
business actually cures the noticed violation and provides the
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consumer an express written statement that the violations have
been cured and that no further violations shall occur, no action for
individual statutory damages or class-wide statutory damages may
beinitiated against the business. No notice shall be required prior
to an individual consumer initiating an action solely for actual
pecuniary damages suffered as a result of the alleged violations
of thistitle. If a business continues to violate this title in breach
of the express written statement provided to the consumer under
this section, the consumer may initiate an action against the
businessto enforce the written statement and may pursue statutory
damages for each breach of the express written statement, as well
as any other violation of the title that postdates the written
Statement.

Nothl ng in
thistitle shall beinterpreted to serve asthe basisfor a prlvate right
of action under any other law. Thisshall not be construed to relieve
any party from any duties or obligations imposed under other law
or the United States or California Constitution.

SEC. 2. Section 1798.155 of the Civil Code is amended to
read:

1798.155. (a) Anybusinessorthirdparty-may-seektheopinton
efthe The Attorney General+er may publish materialsthat provide
businesses and others with general guidance on how to comply
with the provisions of thistitle.

Heneemphaﬁee—Any bu5| ness, service prowder or other person
that violates this title shall be subject to an injunction and liable
for a civil penalty of not more than two thousand five hundred
dollars ($2,500) for each violation or seven thousand five hundred
dollars ($7,500) for each intentional violation, which shall be
exclusively assessed and recovered in acivil action brought in the
name of the people of the State of Callfornla by the Attorney
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(c) Any civil penalty assessed for a violation of this title, and
the proceeds of any settlement of an action brought pursuant to
subdivision (b), shall be deposited in the Consumer Privacy Fund,
created within the General Fund pursuant to subdivision (a) of
Section 1798.160 with the intent to fully offset any costsincurred
by the state courts and the Attorney General in connection with
thistitle.
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